IIpunoxenne Nel. IlamsaTka 11 odyuarommxcsi 00 mHGOPMALMOHHON 0€30I1aCHOCTH

HEJIb34
1. Bcem mopapsa cooOmaTh CBOK 4YacTHYIO HHMOpManuio (HacTosmue ums, (amMuIni,
tenedoH, aapec, HOMep HIKOJIbL, a Takxke GoTorpaduu cBou, CBOSH CEMbH U Jpy3ei);
2. OTKpBIBaTh BIIOKEHHBIE (QaiiiIbl AIEKTPOHHOM MOYTHI, KOTJa HE 3HACIIh OTHPABUTEIIS;
3. I'pyOuts, mpuaupaThCs, OKa3bIBaTh NABICHNE — BECTH CE€0sl HEBEXKIIMBO U arpeCCUBHO;
4. He pacnopspkaiics AeHbraMu TBOEH ceMbu 0€3 paspelieHus CTapiiux — BCeraa
CIpalvBay poaUTENEH;
5. He Bcrpeuaiics ¢ lHTepHET-3HAKOMBIMM B pEaJIbHOM JKU3HU - IIOCOBETYMCS €O
B3POCIIBIM, KOTOPOMY JOBEPSELIb.
OCTOPOXHO
1. He Bce numyt npasay. Yuraems o cede Henpasny B MHTepHeTe — cooOmu 00 3ToM
CBOUM POJUTENSM WM ONEKyHaM;
2. TlpurnamaroT nmepenucrBaThCs, UTPaTh, 0OMEHUBATHCS — MIPOBEPH, HET JIU TTOABOXA,;
3. HezakonHoe xormmpoBanue (aitioB B IHTEpHETE — BOPOBCTBO;
4. Bcerma pacckasbpiBail B3pOCIBIM O MPO0OJIeMax B CETH — OHH BCETIa TOMOTYT;
5. Hcnonw3yit HacTpoWku 0€30MacHOCTH W NPUBATHOCTH, YTOOBI HE TMOTEPATH CBOU
aKKaYHTBI B COIICETSIX U IPYT'HX MOpTaiax.
MOXHO
1. VYBaxail npyrux noJyip3oBareneii;
2. Tlonw3yembcst THTEpHET-UCTOYHUKOM — JieJIail CCHUIKY Ha HETO,;
3. OTKpbIBaii TOJBKO T€ CCHIIKU, B KOTOPHIX YBEPEH;
4. OOmaTbcs 3a MOMOUIBIO B3POCIBIM — POJWUTENH, ONEKYHbI M aJIMUHHUCTpAIUs CalToOB
BCET/1a MOMOTYT;
5. Tlpoitan oOydyeHue Ha caiite «CEeTeBUYOK» M MOJTYUYH MACIOPT HU(PPOBOTO rpak1aHnHA!



Hpunoxenne Ne2. UndopMannonHas naMaTKa JJs 00y4aOIIUXCs /151 pa3MelleHns Ha
opunmnaabHbiXx UHTEpHET-pecypcax

C KaXJbpIM TOJIOM MOJIOECKH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJBHUKU OJHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexnay TeM, HNOMMMO OIPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HEceT U MpoOjemMbl. DTa maMsaTKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

Komnvromepuvie supycoi

KomnproTepHelii  BUPYC — 3TO  Pa3HOBHJIHOCTH  KOMIIBIOTEPHBIX  IIPOTpamM,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHI0. B
AOIIOJIHECHUEC K 3TOMY, BHUPYCbl MOTI'YT MOBPCAUTH WJIM IIOJHOCTBIO YHHUYTOXHUTH BCC (1)3171_]'[131 n
JAHHBIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT MMEHU KOTOPOro ObUIa 3aIlylieHa 3apakKEHHas
nporpamMma, a TAaKXKC IMOBPECAWUTH WM AAXKEC YHUUTOXKHNTH OICPALMOHHYIO CHCTEMY CO BCCMHU
¢aiinamu B 1enoM. B G0IBIIMHCTBE CllydaeB pacpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yit coBpeMEeHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOUINE CEePbE3HBIA YPOBEHB
3alUTHI OT BPEJOHOCHBIX POTPaMM;

2. TlocrossHHO ycTaHaBiHMBail madTd (OU(GPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCS C LEJIbI0 JOPAOTKM MPOrpaMMbl) U Apyrue OOHOBIIEHHS CBOEH
omnepanroHHoi cucteMbl. CkauynBail UX TOJIBKO ¢ OHUITMATIBLHOTO caiiTa pa3paboTdymnka
OC. Ecnu cymecTByeT peskuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €TO0;

3. Pabotail Ha cBoeM KOMIBIOTEPE O]l MPaBaMU MOJIb30BATENs, a HE aJJMUHUCTpATOpa.
DTO HEe MO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HWHCTAJUIMPOBATHCS Ha
TBOEM IIE€PCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBHUPYCHBIE MPOTPAMMHBIE MPOIYKTHl U3BECTHBIX MPOU3BOAUTENEH, C

ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

Orpanudb QU3NYECKUI JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHME HOCUTENIN MHPOPMAINK, TaKue Kak (hielika, TucK uiu daiin us
WHTEPHETA, TOJIBKO U3 MPOPEepEeHHBIX HCTOYHUKOB;

7. He otkpbiBail kOMIbIOTEpHbIE (Dailiabl, MOJydEeHHbIE M3 HEHAAEKHBIX HMCTOYHUKOB.
Jaxe Te aiisbl, KOTOpbIE MpHUCTAT TBOW 3HAKOMBIA. Jlydine yroyHu y Hero,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 310 He BU Hiepeauu JaHHbBIX, HE TEXHOJIOTHsI, a BCEro JIMIIbL OpeH 1, Mapka. Eie
B 1991 rony Hunepnanackas kommanus 3aperucrpuponana Openn « WECA», uto o6o3Havano
cinoBocouetanne « Wireless Fidelity», KoTOpbliii mepeBOUTCS KaK «OeCpOBOIHAS TOUHOCTDY.

Jlo Hamiero BpeMeHHM Jolia jApyras abOpeBuaTypa, KOTOpas SBISETCS Takod ke
TexHoJsiorueil. 9to abopeBuatypa « Wi-Fi». Takoe Ha3BaHHEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIIMi 3BykOBOM TexHUKHU Hi-Fi, uTo B mepeBojie 03HauaeT «BBICOKAs TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(pe, OTCIEX U asporopTrax SBJISACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJIa B UHTCPHCT. Ho mHorme OKCIICPThI CUUTAKOT, YTO 06H_IeI[OCTy1'IHBIC Wi-

Fi cetu He saBisgroTCS 0€30I1aCHBIMU.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmea0cTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uH(popmanuto depe3 obOmenoctynueie Wi-Fi cetu.
PaboTtass B HHUX, )KeJaTeilbHO HE BBOJIUTH IMApOJIM JOCTYyNa, JIOTUHBI U KaKHUE-TO
HOMEpA;

Hcnonb3yit 1 0OHOBIISANM aHTUBUPYCHBIE MPOTPaMMBbI M OpaHaMayep. TeM caMbIM Th
o0e3omacuirb ce0s OT 3aKaYKu BUPYyCa HA TBOE YCTPOMCTBO;

[Ipu ucnonp3oBanuu Wi-Fi otkmoun ¢yaknuio «OO0mmii noctyn k Qaiinam u
npuHTtepam». JlaHHas QyHKUMA 3aKpbiTa IO YMOJIYaHUIO, OJHAKO HEKOTOpBIE
MOJIb30BATEIN aKTUBUPYIOT €€ /ISl yA00CTBa UCTIONIb30BaHus B paboTe mim ydeoe;

He ucnonesyit nyonuunsii WI-FI nns nepenaun nuuHbBIX JaHHBIX, HAapUMeEp IS
BBIXOJIa B COI[MAJIbHBIE CETU WJIU B AJIEKTPOHHYIO IIOUTY;

Nnonb3yit Tonbko 3amuiieHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-ampeca BBOAM UMEHHO «https://»;

B wmoOmwnbHOM Tenepone otkmoun  dynkiuio  «[lomkimrouenne k- Wi-Fi
aBToMarnueckw». He nomyckail aBTOMaTu4ecKoro noAKJIIYEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacusi.

COIzﬂlel]leble cemu

ConuanbHple CeTH aKTHBHO BXOJST B HAIlly U3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3apeructprupoBan MusuiMaps 4eaoBeK, YTO SBISETCS OJHOU
cenbMOM BceX KHUTelell MiaHeTbl. MHorue mnosib3oBaTeNd HE MOHMMAIOT, 4TO HH(OpMarus,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOXKET ObITh HalJIeHa U HCI0JIb30BaHa K€M YTOJHO, B
TOM YHCJIE HE 0053aTEeNIbHO ¢ O0JaruMu HaMepEeHHSIMH.

OCHOBHBIE COBETHI IO OE€30IIACHOCTH B COIMAJIBHBIX CETAX:

1.

2.

Orpannup CIHUCOK Jpy3ei. Y TeOs B APY3bAX HE JODKHO OBITH CIy4alHBIX W
HE3HAKOMBIX JTIOACH;

3amuiai CBOI YacTHYIO XW3Hb. He ykaspiBail mapoiu, TenedoHbl, aapeca, AaTy
TBOETO POXICHUS M APYIyI0 JUYHYI0 HHGOPMAlNMIO. 3TO0YMBIIUIEHHUKH MOTYT
WCIIOJIb30BaTh Jak€ MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH ILIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3amuiiail CBOIO peryTaiuio - Iep>Ku ee B UUCTOTE U 3aJlaBail cebe BOmpoc: XOTel Obl
Thl, 4TOOBI APYrue MOJIb30BATEIN BUIEIHU, YTO ThI 3arpyxkaemib? [logymaii, npexie
YeM UTO-TO OMyOJIMKOBaTh, HAIIUCATh U 3arPY3UTh;

Ecnu ThI rOBOpHILE € JIFOJbMHU, KOTOPBIX HE 3HAElIb, HE UCIOJb3YH CBOE peaibHOe
UMS U JIPYIyI0 JUYHYI0 HHGOpMalMU: UMs, MECTO KHUTEIbCTBA, MECTO Yy4eObl U
npouee;

N3berait pazmerienus ¢potorpaduii B IHTepHeTe, rae Tl U300paxeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTIPEIEIUTh TBOE MECTOTIOJIOKEHHE,

[Ipu peructpaiuu B COIMAIBHON CETH HEOOXOIMMO UCTOIH30BATh CIIOKHBIE TTAPOJIH,
cocrosiiue U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

Jl7is conansHOM CeTH, MOYTHl U APYTUX CAaiTOB HEOOXOJMMO HCIIOJIb30BATh Pa3HbIe
naponu. Torga ecinu TeOsI B3JIOMAIOT, TO 3JIOYMBIIIIEHHUKN TOTYYaT JOCTYI TOJBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Dnexmponnvle OeHveu

QHCKTpOHHLIC JACHBI'M — OTO OYCHb y,[[O6HLIfI croco0 HJIaTe)KCf/'I, OJIHAKO CYIICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT NOJYYHUTDb 3TU ACHBI'U.

aﬂeKTpOHHLIC ACHbI'n MOSABUINCH COBCEM HCIAABHO M MMCHHO H3-3a 3TOI'0O BO MHOI'UX
rocyaapCrBax 10 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHUPYIOT M O HHX YK€ INPONHCAHO B 3aKOHE, TIe HUX
pa3ensloT Ha HECKOJIbKO BHUIOB — AHOHMMHBIE M HE aHOHUMHbIC. PasHuima B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOIMTH OIlepanuu 0e3 HICHTU(UKAIUU
M0JIb30BATENIs], @ B HEAHOHUMHBIX WACHTU(HUKAIIMH OJIH30BATENS ABISETCS 005S3aTEIbHOM.

Taxoke ciemyeT pa3nuyaTh AIEKTPOHHBIC (pUaTHBIE AEHBIH (PaBHBI TOCYAApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcCHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu K cyeTy MOOWIBHBIN TenedoH. DTO caMblii YAOOHBII M OBICTPBIH CIIOCOO
BOCCTaHOBUTH JOCTYN K cuery. lIpuBsi3aHHBIA TenedoH MOMOXKET, €ciau 3a0yaeub
CBOM MUIATEKHBIN MApOJIb WIIA 3alI€1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcmonw3yii ogHOpa3oBbie mapoiu. [locie mepexoga Ha YCHICHHYIO aBTOPH3AIHIO
Tebe y)Kke He OyJeT yrposkaTh OMACHOCTh KPayKy WM MepexBaTa IIIaTeXHOT0 Mapois;

3. Bwibepu cioxHbIii mapoib. [IpecTymamkam OyaeT HE MPOCTO YyraJaTh CIIOKHBIN
napoib. HanexHsle mapoau — 3To mapoJiu, KOTOpble CO/EpPKaT He MEeHee § 3HAaKOB U
BKJIIOUYAIOT B ce0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, HIU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe Kak 3HaK JoJiapa, GyHTa, BOCKIMIIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CailiTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNeKTpOHHAS MMOYTa — ITO TEXHOJIOTHSI M MPEIOCTABIISIEMBIE €10 YCIYTH T10 MEePECHUIKE 1
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIECHUH, KOTOPBIC PACIPEICNISIOTCS B KOMITBIOTEPHOW CETH.
OO0OBIYHO AIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obpazom:
WUMsI_TIOJIB30BATENA(@WHUMS_JIOMEHA. Takke KpoMmMe TMepeaayd IPOCTOro TEKCTa, HMMEETCs
BO3MOJKHOCTB TIepe1aBaTh (habl.

OCHOBHBIE COBETHI 10 O€30TIaCHOM PadOTEe C AEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEPBUC. B HHTEpHETE €CTh OTPOMHBINA BBIOOD
OecIJIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIY4IIe JOBEPATH TEM, KOTO 3HACIIb M KTO
MEPBBII B PEUTUHIE;

2. He yka3piBaii B TUYHOM mouTe JUYHYO WHpopManuoo. Hampumep, nydire BbIOpaTh
«MY3BIKQTbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonp3yii IByXdTanmHy0 aBTOPU3ALMIO. DTO KOTJa TOMHUMO MapoJis HY>KHO BBOJIUTH
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BeiOepu CIOXHBINM maposib. [ KakJ0ro MOYTOBOTO AIIMKA JOKEH OBITh CBOM
HaJIeXKHBIM, yCTOMUMBBINA K B3JIOMY N1apOJib;

5. Ecnu ectb BO3MOXKHOCTh HamucaTbh CaMOMY CBOM JIMYHBINH BOMPOC, UCHOIB3YH 3Ty
BO3MOKHOCTb;

6. Hcmonb3yili HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBBIi Uii YacTHOW MEpPEnmucKd C
ajgpecaTaMH, KOTOPbIM Tbl JOBEpsi€llb. JTO OJJIEKTPOHHBIM aJpec He HaJo
WCIOJIb30BaTh MIPH PErucTpaluu Ha popyMax u caifTax;

7. He oTkpbiBaii ¢ailnbl U apyrue BIOXKEHHS B MUChMaxX AaK€ €CIU OHU MPHIUIH OT
TBOUX Jpy3el. JIydie yTouHu y HUX, OTIPABJISUIN M OHU TeOe 3TU (hailibl;

8. Tlocne oxonuaHusi pabOTHl Ha TOYTOBOM CEpPBUCE TMEPEa 3aKpPhITUEM BKJIAJKH C
caiiToM He 3a0y/Ib HaXKaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvHoe uz0e6amenbcmeo

KubepOymnuHr — TpecieioBaHUEe COOOIICHUSMH, COJEPKAIIMMH  OCKOPOJICHUH,
arpeccuio, 3alyruBaHKe; XYJIUTaHCTBO; COIMAIbHOC OOMKOTUPOBAHHE C IMOMOIIBIO Pa3THUYHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 60i. Jlydqmuii cioco0: mocoBeTOBaThCS Kak ceOsi BECTH U, €CIU HET

TOr0, K KOMY MOKHO OOpaTUThCS, TO BHayajle YCHOKOWTbCS. Eciu Thl HauHelb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJBKO €IIe OOJIbIIE Pa30XkiKellb

KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranmei;

3. AHOHMMHOCTH B ceTH MHUMas. CyIIEeCTBYIOT CIMOCOOBI BBISCHHTH, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTaHCKHUM 00pa3 BUPTYaJIbHOM KU3HU. VIHTEpHET QUKCUpYyeT Bce

TBOU JICHCTBUS U COXPAHSCT UX. Y IaJTUTh UX OyAET KpailHe 3aTpyTHUTEIBHO;

Colmroaii cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit enuuuunHblii HeratuB. OIHOpPa30Bble OCKOPOUTEIbHBIE COOOIICHUS

Jyyiie urHopupoBath. OOBIYHO arpeccust MpeKpalaeTcs: Ha HauaabHON CTa/uu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COLIMATIbHBIX
CeTSIX €CTh BO3MOJKHOCTb OJIOKMPOBKHM OTIPaBKU COOOLIEHUI C OMNpeeeHHbIX
aJpecoB;

8. Ecim T1H1 cBugerens kubOepOyumHra. TBoum JeWcTBUA: BBICTYIMTH IPOTHUB
IIpecieaoBarens, IOKa3aTb €My, YTO €ro JAEHCTBHsA OLIEHHUBAIOTCA HETraTUBHO,
NOJJEPKATh KEPTBY, KOTOPOH HyKHA ICHXOJOTMYecKas IOMOIb, COOOLIUTH
B3pOCIIBIM O (PaKTE arpecCUBHOTO MOBEACHUS B CETH.

N

o o

Mobunvubiit meneghon

CoBpemeHnHble cMapT(OHBI U IIJIAHIIETHI COJAEPXKAT B ce0e BIIOJIHE B3POCIHbIN
(GyHKIMOHAN, U Tenepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
OpHako, CpeACTB 3alIUThI AJS MOJA0OHBIX YCTPOUCTB MOKa OYEHb Majio. TecTUpOBaHKE U TIOUCK
ySI3BUMOCTEH B HUX MPOUCXOIUT HE Tak MHTeHCUBHO, kak s IIK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHaKO pacimupeHue (yHKIMOHaIa Ble4eT 3a co00il OOJBIIYI0 CIOXKHOCTH M MEHBIIYIO
3aIUIIEHHOCTD.

[[aneKo HC BCC IPOU3BOIUTCIIA BBIITYCKAIOT O6HOBJ'ICHI/IH, 3aKpbIBAOIIUEC KPHUTHYCCKHUC
YA3BUMOCTHU UIA CBOUX YCTPOP’ICTB.

OcHOBHBIE COBETHI 1151 6€301aCHOCTH MOOHIIBHOTO TenedoHa:

1. Hwuuero He sBisieTcss MO-HacTosleMy OeclUlaTHbIM. Byab ocTopoxeH, Beib Koraa
TeOe mpeanararoT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBIThb CKPBITBI KaKHE-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, npexnae ueM otnpaButbh SMS, ¢oto nimm Buneo. Thl TOUHO 3HAEIIb, IIe OHU

OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonp3yil aHTUBUPYCHBIE IPOTPaMMBI JUIst MOOMIIBHBIX TEIE(OHOB;

w
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5. He 3arpyxail npuinoxeHust OT HEU3BECTHOI'O UCTOYHUKA, BEJIb OHU MOTYT COAEpKaTh
BpPEAOHOCHOE IIPOTPAMMHOE 00€CIICUEHHUE;

6. Ilocme Toro Kaxk THl BBIMJCIIb C CaliTa, I/ie BBOAWI JHYHYIO MH(POPMALHIO, 3aia1 B

HacTpoiiku Opay3epa u yaanmu cookies;

[leproauuecku npoBepsil Kakue IaTHbIE YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. [aBaii cBOii HOMEp MOOHMIBHOTO Tene(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HAeIIb M
KOMY JIOBEpSIEIIb;

9. Bluetooth momxkeHn ObBITh BBIKIIOYEH, KOT/Ia Tl UM HE MoJIb3yelibcs. He 3a0biBaid
MHOTJIa TIPOBEPSTH 3TO.

~

Online uepul

CoBpeMeHHbIE OHJAMH-UTPBl — 3TO KpPAaCOYHbIE, 3aXBaThIBAIOIINE pa3BICUYCHUS,
00BEAMHSIOIINE COTHU THICAY YEJIOBEK M0 BCeMy MUpY. Vrpoku mccienytoT NaHHbBI UM Mup,
0OMIAI0TCS APYT € APYrOM, BBIIOJHSIOT 33JaHUs, CPAXKAIOTCSI C MOHCTPAMHU M IOJIy4aIOT OIBIT.
3a yIOBOJIBCTBUE OHU IJIATAT: MOKYHNAIOT JHUCK, OIUIAYMBAIOT a0OHEMEHT WM IpPUOOPETaroT
KAaKHe-TO OIIIHH.

Bce a1t cpenctBa uayr Ha mMOAJEp)KaHWE M pa3BUTHE WIPbl, a TakXkKe Ha caMmy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIE MAaT4H
(urdpoBbIe 3amIaTKy Ui IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTrpax CTOUT OIMAacaThbCsl HE CTOJBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaKH
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa!

1. Ecnu npyroi urpok BeaeT ceOs MI0X0 WU CO3aeT Tebe HEMPUITHOCTH, 3a0J0KUPYH
€ro B CIHCKE UTPOKOB;

[loxanyiics agMUHUCTpAaTOpaM UWIPbl HA IIJIOXO€ TMOBEACHHE JSTOTO HIpoOKa,
JKeJaTeIbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPHUHOB;

He yxaspiBait muunyto nHpOpMaImio B mpodaiisie urpsl;

VYBaxkall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

Hcnonb3yit ciioXHbIE U pa3HbIe apoJIu;

Jlaske BO BpeMsi WIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYyc. [loka Tbl urpaermib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

N

No ok ow

Quiune unu Kpasca Tu4Hsblx OaHHbIX

OObIYHON Kpaked JIeHer M JOKYMEHTOB CEroJHs YK€ HUKOro He yauBufib, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEMECTHINCh B HHTEpPHET, U
MIPOJIOJIKAIOT 3aHUMATHCSI «JTFOOUMBIMY JETTOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILUHT, IJIaBHAs LEIb
KOTOPOTI'O COCTOUT B MOJYy4YE€HUM KOH(UICHIMAIBHBIX JAaHHBIX I0Jb30BaTeNIel — JIOTMHOB U
naposieil. Ha anrnuiickom s3bike phishing unraercs kak ¢umuHr (ot fishing — priGHas noBis,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (HPUIINHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecnu Tel mojo3peBaelb, YTO TBOsI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKUPOBaTh €€ M COOOLIUTH AJAMUHUCTPATOPaM
pecypca 00 3TOM KakK MOKHO CKOPEE;
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2. Wcnonw3yii Oe3omacHble BeO-caliThl, B TOM 4YHCIIe, HWHTEPHET-Mara3uHOB U
IIOUCKOBBIX CUCTEM;

3. Hcnonp3yii cnoxHble U pa3Hble mapoiu. Takum oOpas3om, eciu Tebs B3IOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4YaT JAOCTYI TOJBKO K OJJHOMY TBOEMY HPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebsi B3nOManu, TO HEOOXOAWMO MPEAyNpEeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE T0OABJIEHBI Y T€0sI B JPY3bsiX, O TOM, YTO TeOs B3JIOMAIH M, BO3MOXKHO, OT

TBOETO UMEHH OY/IET pacChUIATHCS CIIaM U CCHUIKM Ha (PUIITMHTOBBIE CAMTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOWIBHBIA TenedoH;

OTkir04M coXpaHeHHe MapoJisi B Opaysepe;

7. He otkpsiBail (aiinbl U Apyrue BIOKEHUS B MUCbMax JaXe€ €CIIM OHU TPUIILIH OT
TBOUX JApy3ell. Jlyulie yTouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (PaiJIbl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3T0 HEraTUBHAS WM NMO3UTHBHas MH(poOpMalus B ceTH O Tele.
Kommnpomerupytomas uHpopMaiusi pa3MmellleHHas B HHTEPHETE MOMKET CEpbEe3HbIM 00pa3zom
OTpa3uThCs Ha TBOEH peanbHOU *u3HU. «l{udposas pemyrauus» - 3T0 TBOM UMHJK, KOTOPBII
dbopmupyetcs u3 nHdopmanuu o Tede B UHTEPHETE.

TBoe MecTo KUTENIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa
M paccKasbl 0 OJIM3KHX — BCE 9TO HAKAIUIMBAETCS B CETH.

MHor#e MoJPOCTKHU JIETKOMBICJICHHO OTHOCSTCS K MyONHMKAlUU JIMIYHOH MHPOPMAIIUHU B
WuTepHere, He MOHMMAas BO3MOXKHBIX MOCTEICTBHI. ThI JaKe HE CMOXEIb J0TaIaThCsi O TOM,
yTo potorpadus, pazmerieHHas S JET Ha3a/l, cTajla MPUIMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapun, pasmernieHue TBouX ¢ororpaduii W Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JaXke IOCJe TOro, Kak Thl MX yJaluilb. Tbhl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(popMalIKIo, TMoNala U OHa B MOMCKOBBIE CUCTEMBbl U COXpaHWJIACh JIU OHA, a IJIaBHOE: YTO
MOAYMAaloT 0 Te0e OKpy)Karolllee JIIOAU, KOTOpble HaWayT U yBUAAT 3T0. Haiitu undopmanuio
MHOTO JIET CIIyCTS CMOXET JI000H — Kak M3 AO0OpbIX MOOYXKAECHWW, TaK M C HaMEepeHUEM
MPUYMUHUTE Bpel. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITyTAIIHH:

1. Tlomymaii, mpexae 4eM 4YTo-TO MyOJIMKOBaTh M TiepeiaBaTh y ceOs B Onore wim B
COIIMAJIBHOM CETH;

2. B Hactpoiikax nmpouis yCTaHOBH OTPAaHUYCHUS HA IIPOCMOTP TBOETO MPOQWIIS U €ro
COJICPKMMOTO, CICIIai ero TOIBKO «UIs APY3eh»;

3. He pa3memaii u He yka3biBaii HHPOPMAIUIO, KOTOPask MOXKET KOT0-JTHOO0 OCKOPOJISATh
HJIM OOHKATh.

Aemopckoe npago

COBpeMeHHHC MKOJIBHUKHW— AaKTHUBHBLIC II0Jb30BaTCIN I_[I/I(l)pOBOFO MMpOCTPAHCTBA.
O,Z[HaKO JaJICKO HC BCC 3HAKOT, YTO IIOJIB30BAHHWC MHOTHMMH BO3MOXXHOCTSIMU I_II/I(l)pOBOl"O MHpa
Tpe6yeT CO6J'IIOI[CHI/I$I IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTEIUIEKTyalbHass COOCTBEHHOCTHY» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM
YeJI0OBEUECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUI 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha TpPOAYKTHI M YCIYyrH , M 3aKaHuuMBas KHUTaMH, (oTorpadusmu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE IpaBa — 3TO MPaBa Ha MHTEIICKTYAJIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEpaTypbl U UCKyccTBA. ABTOPCKHUE IIpaBa BHICTYIAIOT B KAUE€CTBE FapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKUN TPYA aBTOpa HE OyIeT HampacHBIM, JACT €My CIIpaBeIMBBIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOEro TPyZAad, MOJYYUTh U3BECTHOCTh U NMPHU3HAHUE.
HuxkTo 6e3 paspemnieHust aBTopa He MOXET BOCIIPOU3BOIUTE €ro MPOU3BEICHHE, PACIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOAABATh, MMIOPTHPOBATH, IyCKAaTh B TPOKAT, ITyOIMYHO
WCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3MmenaTs B IHTepHeTe.

Hcnonb3oBaHue «IUpaTCKOro» NporpaMMHOrO 00ecreyeHHs] MOKET IPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaM JIO0 OJIOKMPOBKM TBOETO YCTPOMCTBa, Tne
YCTaHOBJICHHBIM HE JerajibHas mnporpamma. He crout Ttaxke 3a0bIBaTh, YTO CYILECTBYET
JerajgpHble U OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane

CereBUYOK.p — TBOM TJaBHBI COBETYMK B CETU. 3/1€Ch Thl MOXENIb Y3HATh O
0€30MacHOCTH B CETU TOHSITHBIM W JIOCTYITHBIM SI3BIKOM, & MPH BO3HUKHOBEHUH KPHUTHYECKOM
CUTYyallMl OOpaTUTHCSA 3a COBETOM. A Takke MPHUHATh y4acTHe B KOHKYpPCaX M CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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