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MO Jly6enckuii paiton



1. O6mue noJiokeHus:

Hacrosmee «Ilomosxenue o6 o6paGotke u 3ammre NCPCOHANBHBIX MAHHBIX B
uaopmarmmonnrx cucremax MKOY Tporacosckoit QOOIII (zanee — ITonoxenue) paspaboTano
B COOTBETCTBHH C 3akoHom Poccmiickoit ®enepauuu ot 27 mons 2006 roma Nel52-®3 «O
NEPCOHANBHBIX NaHHBIX», ITocranopnenuem IlpaesmtenscrBa Poccuiickoii Genepanuu ot 17
HOsiOpst 2007 rona Ne 781 «O6 yreepkaenun ITomoxenus o6 obecnedeHMH 6e30MACHOCTH
[ICPCOHANLHBIX JAHHBIX MPH MX 00padoTKe B WH(OPMALHOHHEIX CHCTEMaX MNEPCOHANBHEIX
JAaHHBIX», MeToau4YeCKUMH pekoMeHmanusmu OCTOK Poccun u ®CBE Poccun. IMonoxenue
pa3paboTaHo B uenax obecmevenns Ge30MaCHOCTH MEPCOHATBHEIX JAHHBIX (nanee — I1/1#) mpu
HX 00paboTke B MH(DOPMALMOHHBIX CHCTEMaX NEPCOHANBHBIX JaHHBIX MKOY ITporacosckoii
OOMI (nanee — UCIT[IH).

[Tonoxenne onpenenser mopsaok paborsl komwiekTHsa MKOY ITporacorckoit OOIII
(manee - OY) B UCII/In B wacTH obecneuenns 6e30macHOCTH IT/T1 mpu ux oGpaboTke, mopsmok
HCHOJIb3OBAHMA  CPEACTB  3alUThl HWHpOPMalWMK, pa3paboOTKy H NpHHATHE Mep IO
IPENOTBPAMCHHAIO  BO3MOXKHBIX ~ ONACHBIX IOCHNENCTBHH TAKHX HAPYIIEHHH, TOPSIOK
MPHOCTAHOBKH TipefocTaBnenus I1/In B ciyvae obnapysenns Hapywenuit npu X oGpaGoTKe,
nmopsnok  obyuenns komnekrmsa OV mpaktuke paGoter B WCII/n, OPANOK KOHTPOJIS
COOJIONEHNsT YCIOBHIl HCIIONB30BAHKS CPEJCTB 3allMTHI HH(OpMaLHH, TPENLYCMOTPEHHbBIE
SKCITyaTallMOHHOH M TEeXHHYECKOH J0KyMeHTalel, mpasuia oGHOBICHHS 06MECHCTEMHOTO H
TIpHKJIAJHOTO MPOTPaMMHOTO OOECIeYCHNs, NpaBHia OPraHW3ALUH AHTHBHPYCHON 3alIMTHI M
naponeHoi 3amutel MICI1/In, nopsmok oXpaHE! B fomycka NOCTOPOHHHX JIHL B 3alIMINAEMBIE
TIOMEIEHHUSL.

2. Ilopsiaok npeaocTaB/IeHAs AONYCKA MOIb30BaTeNeH K paGorte B UCIIIn

Hacrosmmii nmopanox ompemenser neiicTBHs Kommektusa OY B HCII[lz B uacTu
obecneyenus Gesonacroctn IT/[1 npu ux o6paborke 8 UCII/IH.

Ilepsonauanbuerit nomyck nosns3oBatenel k paGore B HCIITa ocywecTtBisercs Ha
OCHOBAHWH MNPHKA3a, KOTOpPBI M3xaercs JupekTopom OV (nmanee mmpexrtop). B mprkase
ONPEAENAETCS CMUCOK COTPYAHHKOB, IONyIeHHBIX K pabote B UCIT/Tx.

C uenbio obecniedeHus OTBETCTBEHHOCTH 3a BEJICHAE, HOPMAIBHOE (GYHKIIMOHHPOBAHHUE H
KOHTPOJIb paboThl CPEACTB 3alIHThl HHYOPMALAN U BHIIONHEHHS HEOOXOIHMBIX MEPOTIPUSATHIA
o obecrievenuto 6esomacHoctn B UCII/lH AMPEKTOPOM HA OCHOBAHHH NpHKAa3a Ha3HAYaeTCs
OTBETCTBEHHBIH 3a OPraHH3aluio 06pabOTKH NEpCOHATBHBIX JAHHBIX.

OTBeTcTBeHHBIH 33 OpraHM3anMIo OOPaGOTKM TIEPCOHAIBHBIX JAHHBIX o0s3aH,
O3HAKOMHTCS C HMHCTPYKIHEH OTBETCTBEHHOrO 3a OPraHHM3alMio OGPabOTKH NEpPCOHATBHBIX
AaHHbIX mox pocnuck (IIpunoxenue 1).

OTBeTCTBEHHBIH 3a opraHu3auMi© 00pabOTKH NEPCOHANBHBIX JAHHBIX BHOCHT
TNPEJUIOXKEHHE JUPEKTOPY O HA3HAYEHHWH aJMHHHCTpaTopa 6e301macHOCTH.

AJIMHHECTPATOp 6€301acCHOCTH HA3HAYACTCS AUPEKTOPOM HA OCHOBAHUH [pHKa3a.

AIMHHHCTPATOp Ge30MacHOCTH 00513aH, 03HAKOMHTCS ¢ MHCTPYKIHEil a/IMUHHCTPATOpPy
GesonacHocTd MHGOPMAIMHE HA ABTOMATH3MPOBAHHEIX CHCTEMAX 00paboTKH MepcOHATBHBIX
nanusx MKOY Tlporacosekoit OOIII mox pocnucs (Ilpunoskense 2).

C uenbio coGmoneHns MPUHIMIA [EPCOHATHHON OTBETCTBEHHOCTH 33 CBOM JCHCTBHS
K&KIOMY COTPYIHHKY, JomylieHHoMy K pabore B WMCIIJIH, mOmKHO OBITH COMOCTABIIEHO
TMEPCOHANBHOE YHUKATHHOE MMs (y4eTHAs 3aliCh MOJIb30BaTeNs), IMOJ KOTOPHIM OH Gyjer
perucTpupoBathes, 1 padorars B UCIT/h.



Hcnosnb30Banue HECKOMBKAME coTpyaHnkamu ripu pabore B UCII/{a ognoro u Toro xe
HMEHH T0JTb30BaTelsl 3alpeIieHo.

B nansHeifimem, npoleaypa perucTpauuy (Co3aHus y4eTHOH 3aIHCH) MONb30BaTeNs U
npeaocTaBieHus eMy (WM U3MEHEHHs ero) npas jgoctyna x pecypcam UCIIJIn ununuupyercs
aJIMUHHCTPATOPOM 0€30MacHOCTH.

CoTpyIHHKY, 3aperMCTPHpPOBAHHOMY B KauecTBe HoBoro mnonbsoparens WCII/Ig,
coobImaeTcss ¥Msi COOTBETCTBYIOLIETO €My IMOJIB30BaTelss H MOXKET BBIJABATHCS NMEPCOHAbHBIH
uneaTadukarop (s paboTel B peKMMe YCHICHHOH ayTeHTH()HKaUWH) U HaYalbHOE 3HAYCHHE
naposisi, KOTOpoe OH 005A3aH CMEHHTD IIPH IIEPBOM XK€ BXOJIE B CHCTEMY.

[lpuBuierud mnojb3oBaTeNell 3aJal0OTCs B pa3spelIMTe/IbHON CcHCTeMe AoCTyna K

UCIT]H.

3. Mopsaok pa6orsl nosan3osarteseii UCII/In B yacTn obecneyenus
6ezonacuoctu [T/l npu ux odpadorke B UCIIIn

IMonb30BaTens UMEET MPaBO B OTBEACHHOE €My BpeMsi pellaTh NOCTaBJIeHHBIE 3a/1a4d B
COOTBETCTBHH C IOJIHOMOYHsIMHE jocTyna k pecypcam UCIT/n.

ITonp3oBaTens HECET OTBETCTBEHHOCTH 3a IPABMJIBHOCTH BKJIIOYECHHS M BBIKIIOUCHHS
cpenets BeumcnuTenbHOM Texuukn (CBT), BXona B cucreMy W Bce feiicTBHsA mnpH pabore B
UCTITH.

Ilepen navanom pabotsl B UCIIJIH, cotpyanuku OV, nonymenssie k pabore ¢ I1/Iu,
NPUHEMAIOT I[0Jl POCNHCH 00S3aTeNbCTBO O HEpasrJAlleHHH TEPCOHAIBHBIX JIAHHBIX
(ITpunoxenwue 3).

[Mons3oBaTenb 00513aH, 03HAKOMUTCA ¢ HHCTPYKLMEH MONIb30BaTEs, OCYUIECTBIAIOMIErO
00paGoTKy IepCOHANBHBIX AAHHBIX Ha OOBekTax BhHCIHTeNbHOH Texnukd — MKOVY
[Iporacosekoit OOLII (TIpunoxenne 4), a Takke ¢ HHCTPYKIHEH M0J1b30BaTeIIs, 110 IIPOBEICHHIO
aHTHBHPYCHOTO KOHTPOJsi Ha oOBekTax BhruMciHTenbHOH Texmukn MKOY IIporacoBekoii
OOIII IMpunoxenue 5) MOA POCIKCH.

Bxox momb3oBaTeNis B CHCTEMY JIOJDKEH OCYHIECTBIATHCS IO BBHIIABAEMOMY €My
3IeKTPOHHOMY HACHTH(MHKATOPY M 110 NEPCOHATBHOMY MApOIIio;

3anucey wHbopManuu, coxepxamer IIJIH, Jo/KHA OCYHIECTBAATHCH TOJNBKO Ha
MallHHHbBIC HOCHTENH MH(OPMALHH, COOTBETCTBYIOIMM o6pa3om yureHHsle B JKypHane yuera
3amumaeMbix Hocuresel uadopmanmu. OTBETCTBEHHBIM 3a BeleHHe JXKypHana ydyeTa ABIsSeTCs
aIMUHHCTPATOp OE30MacHOCTH;

[Ipu pa6oTe CO CHEMHBIMH MAIIHHHBIMH HOCHTEIAMH HH(pOpMALMH [OTB30BaTENh
KOKIBIH pa3s mepex HavanoM paboThl 00f3aH NpPOBEPHTh HX HA OTCYTCTBHE BHPYCOB C
HCITO/IB30BAHAEM INTATHBIX AHTHBHPYCHBIX IPOTPaMM, YCTAHOBJICHHBIX HA KOMIIBIOTEpax
UCII/Ia. B cnyyae oGHapyKeHHs BHPYCOB II0JIb30BaTe/Ib 00s53aH HEMEICHHO MPEKPAaTUTh HX
HCIIONb30BaHHE M AEHCTBOBATH B COOTBETCTBHH ¢ TpeboBaHHAMH aHHOTO [lomoxKeH s,

Kask/iplii COTPY/IHHK, y4acTBYIOLIHIl B pAMKaxX CBOMX (YHKIHOHATBHBIX 00s3aHHOCTEH B
nponeccax aBroMaru3upoBaHHOM obpaGotku IIJlH m umeommii JoCcTyn K anmapaTHBIM
cpeacTBaM, mporpaMmHOMy obecmeuenmio ¥ mamHbiM  MCIIJ(H, HeceT mnepcOHAIBHYIO
OTBETCTBEHHOCTH 33 CBOU JEHCTBHSA H 00s3aH:

CTpOro cobIIOAATh YCTAHOBICHHBIE MPaBrIa obecrneuenns 6e30nacHoCTH HHOpMALHH
npu pabore ¢ mporpaMMmHbIMH M Texmuueckumu cpexctsamu MCIIJIH; 3naTh M CTpOro

BBITIOJTHATE TIPaBHJIa paboThI CO CPe/ICTBAMH 3alATHl HH(pOpMaIHy,
ycTaHOBNeHHEIMH Ha komnbiotepax MCITJH; XpaHuTh B TaiiHe cBO# mapois (maponu). B

COOTBETCTBHH C II. 7. nanHoro [lonoxenus u
C YCTAHOBJICHHOMH MEPHOIUYHOCTBIO MEHATD CBOH MapoJib (aposn);



XpaHHTb  YCTAHOBJCHHBIM  [OPAJKOM  CBO€  WHAMBH/IyalbHOE YCTPOHCTBO
MICHTHQUKALUKA (KIOY) H JPYrHe DEKBH3HTHI B HEIOCTYNHOM JUIS NIOCTOPOHHUX MECTE;
BBINOJHATE TpeGoBanus [lon0KeHNs MO0 OpraHU3alMH AHTHBHPYCHOM 3aUTHTHI B MOTHOM
obbeMe.

HemeneHHO M3BeCTHTH afgMHMHHCTpaTOpa WH(OPMAMOHHON G€30NMacHOCTH B cirydae
YTEpH HHIHBHAYAILHOIO YCTPOHCTBA HACHTHOHKAIMM (KMIOYA) HIH TPH  TO03PEHHH
KOMIIPOMETALIHH JIMYHBIX KIIOYeH U maposeii, a Takike 1pu oGHapyKeHNH:

(hakTOB COBEpIIEHHS MONMBITOK HECAHKLMOHHPOBAHHOTO I0CTYNA (Hastee - HCIT) x
WCII/In; HecaHKIMORMPOBAHHBIX M3MEHEHUH B KOH(HTypaun TIPOrpaMMHBIX HJIH anmapaTHbIX
cpezcts UCII/IH; oTKIOHEHH I B HOPMAIBHO# paboTe CHCTEMHBIX H NPUKIJIaIHBIX TPOrPAMMHBIX
CPEACTB, 3aTpyAHSIONWMX oKkciyarammio CBT, Beixoma W3 cTpos wim HeycTodumBOro
dynkunonuposanus y3nos CBT wmn nepudepuitusix yerpoiicTs (ckanepa, MpUHTEpa H T.IL.), a
TaloKe mepeGOeB B CHCTEME  JIEKTPOCHA0KEHMS; HEKOPPEKTHOIo (YHKIIHOHHPOBaHHSA
YCTAHOBJIEHHBIX HA KOMITBIOTEPBI TEXHHYECKHX
CPENCTB 3aLMTHI; HETIPEYCMOTPEHHBIX OTBOZOB Kabenel M MOaKIIOYEHHBIX

YCTpOIHCTB.

[Tonb3oBaTeso KaTeropuYecKy 3anperaeTcs:

= HCIOJIb30BaTh KOMIIOHEHTHI MPOrpaMMHOTO M ammapaTHoro obecneuenus 119BM B
HECITYKEeOHBIX EeJIsIX;

- CaMOBOJIBHO BHOCHTb Kakue-1mbo HW3MEHEHHUs B KOH(HTypauio
anmnapatHonporpaMMubix cpeiacts MICII[IH wunm  ycraHaBmMBaTh JOMOJHHTENBHO JIOOBIE
NpOrpaMMHBIC H anmapaTHble CPE/CTBA, HE NPETYyCMOTPEHHbIC APXHBOM JHCTPHOYTHBOB
YCTAHOBJIEHHOI'O IIPOrPAMMHOI0 00ECHEYeHH ST

- ocymiecTBisATh 00paGotky I1/lH B mpHCYTCTBHM NOCTOpOHHHX (He JONYIIEHHBIX K
JaHHOH WH(pOPMAIKH) JTHIL;

- 3anHACHIBaTh M XpaHUTh [1/IH Ha HEyUTEHHBIX MAIIMHHBIX HOCHTEISIX HH(OPMAIIHH;

- OCTaB/ATh BKJIIOYECHHBIM 0e3 NPHCMOTpa KOMIBIOTEP, HE AKTHBH3MPOBAB CPECTBA
sammTel 0T HCJI (BpeMeHRYIO GIIOKHPOBKY 9KpaHa U KJIaBHATYpEI);

- ocTaBJATh 6€3 JTMYHOro MpHCMOTpa HAa paGoyeM MecTe WM rie Obl TO HH OBUIO CBOE
TICPCOHANBHOE YCTPOHCTBO HACHTH(HKALMH, MAUTMHHBIC HOCHTEIM W PAacreyaTKH, COepKalHe
[1Tu;

- YMBIIIUIEHHO  HCIONB30BaTh HEJOKYMEHTHPOBAHHBIE CBOMCTBA MW OmMOKH B
NPOrpaMMHOM 00CCIICYEHHN MM B HACTPOHKAX CPEJICTB 3ALUUTHI, KOTOPHIE MOTYT IPHBECTH K
HapyleHUIo KouduaenunansaocTy [1]1x;

- pasMemarb cpeiacTBa oToOpakeHHsi HH(OpMAHH (MOHHTOP, IPHHTED M T.IL) TAKHM
o6pa3oM, 4To0bl ¢ HHX CYIIECTBOBAJIA BO3MOKHOCTh BH3YANHHOTO CYUHTHIBAHHS uH(pOpMaLHH
IOCTOPOHHUMH JIHIIAMH.

AnvunHCcTpaTop 6e30macHOCTH 0653aH:

3HATh COCTAB OCHOBHBIX H BCIIOMOTATENIbHBIX TEXHHYCCKHX CHCTEM M CPE/ICTB (nanee -
OTCC u BTCC) ycranosnennsix u cMontapoaneix B MCII/[n, nepeyens HCIIOJIE3yEeMOro
nporpammuoro obecnedenns (zanee - I10) 8 UCIIJTH; npousBoauTs HEOGXOMMMEIE HACTPOHKH
TIOICHCTEMBI yIpaB/IcHUA A0CTYNOM yctaHoBlIeHHbIX B UCIT/In C3U ot HCJI u conpoosxaats
HX B IIPOLIECCE AKCIUTYaTal|H, TIPH STOM:

peaH30BBIBATE MOJTHOMOYHS JOCTYNA (YTEHHE, 3AITHCh) U1 KAXKIOr0 MOIb30BaTENs K
DIIEMEHTaM 3aIIUIIACMBIX HHOPMAIHOHHBIX pecypcoB ((aiinam, kaTanoram, NPUATEPY H T.1.);

BBOAUTH ommcanus nojip3osarened UCI/(n B undopmanmonnyro 6asy cucreMst



pasrpanuyeHus noctyna B UCII/IH; cBOeBpeMeHHO yaansTh OMMCAHUS MOJb30BaTeNeH U3 6ashi

JanneX C3U npu usmeneHun
CITHCKa JIONYLIEHHBIX K paboTe JuI;

MPOBOJNTE HHCTPYKTaX COTPYAHMKOB - NOJIb30BaTeNeli KOMIBIOTEPOB MO MPaBHJIaM
paboThl ¢ HCTIONB3yeMbIMH TEXHHYECKAMH CPEICTBAMH M CHCTEMAMHM 3allHTHI nadopmanmr;
KOHTPOJIMPOBATE CBOEBPEMEHHOE (HE peke 4eM OIMH pa3 B TeueHue 360 jmeil) mposeneHue
CMCHBI TNapoleH JUii JOCTyna Nonb30BaTeNeif K KOMNLIOTEpaM | pecypcam  UCIT/Ix;
obecneynBaTh NOCTOSHHBIH KOHTPOJIb BBIIONHEHHS COTPYTHHKAMHA YCTAHOBJICHHOIO
Kommyiekca MeponpuATHd mo obecneuenmio GesomacHoctd uHdopMarmmum B MCIIIH;

OCYUIECTBJIATE KOHTPOJIb TMOPS/IKA CO3/IaHHUs, YIeTa, XPAHEHHS M HCTIOJB30BaHASA
Pe3ePBHBIX H aPXMBHBIX KOIHMil MacCHBOB JaHHBIX; HACTPAHBATh M CONMPOBOXNKAATH MOACHCTEMbI

PErUCTPAIIMH U y4yeTa JeHCTBHi
nonb3osaresiel mpu pabore B MCII/IH; opranmsoBbiBate meuaTh (aiiioB mons3opatenci Ha
OPUHTEPE M OCYIIECTBIATh KOHTPONh COGNIONCHHS YCTAHOBJNCHHBIX MpPABHI H 1apaMeTpoB
PerucTpali ¥ ydera OyMaxHBIX HOCHTeNeH HH(DOPMAUHMM;  MEPHOIMYECKH TECTHPOBATh
byaxmuu C3U or HCJI ¢ uCnons30BaHHEM CHEMUATLHBIX CPEJICTB aHAIM3a 3alHIIEHHOCTH,
OCOOCHHO IMpH HM3MEHEHHH TPOrPAMMHON Cpelbl M MOJHOMOYHIA HCTIOJIHUTEIEH;
BOCCTaHAB/IHBATh [IPOTPAMMHYIO CpeJly, IPOrpaMMHBIE Cpe/ICTBa | HacTpoiiku C3U npu
cboax;

BECTH 2B KONHH nporpaMMuBbIX cpeacts C3U or HCJL u koHTpoMpoBaTs HX
paboToCOcOGHOCTD; MepHOMYECKH OGHOBNATH AHTHBUPYCHBIE cpencrBa (0a3bpl JaHHBIX),

KOHTPOJIPOBATH
CoOLOzIeH e TOIB30BATENSAMH TOPATIOK U TIPABHJIA POBENECHUSA AHTHBHPYCHOTO TECTHPOBAHUS;
IPOBOZMTE paboTy IO BBIABACHAIO BO3MOXKHBIX KAHATOB BMEIIATENLCTBA B MpOLECT
ynxmmonnposanns UCIIJIH u  ocymecTBiIeHus HECaHKIIMOHHPOBAHHOI'O  JIOCTyNa K
MH(QOPMALMK M TEXHHYECKHM CPE/ICTBAM BBHIYHCIHTENBHON TEXHHKH, 0OECHEYHBATH CTPOIGe
BHINOJIHEHHE TpeboBaHui o obecrneyeHuio 6e30nacHOCTH
MH(GOPMALMM NIPH OpraHH3aliM TexHHYeckoro obcnyxusamns WUCIIn u OTIIPaBKE €ro B
PEMOHT (KOHTPOJIHPOBATH 3aTHPAHHE MEPCOHATHHBIX JAHHBIX HA HOCHTEISX nHbOpMaLHH);
TIPHCYTCTBOBATE (Y4aCTBOBATh) B paboTax 110 BHECEHUIO H3MEHEHHH B aNNapaTHo-
nporpammuyio kondurypanuio MCIT/In; Bectn nokymenTtanmio sa MCIIIIH B COOTBETCTBHH ¢

TpeDOBaHUSIMH HOPMATHBHBIX
JIOKYMEHTOB.

4. Iopsi0oK pe3epBHPOBAHMS H BOCCTAHOBJICHHS patoTocmocoOHOCTH
TeXHHYECKHX CPeACTB, NIPOrpaMMHOro obecnevyeHus, 6a3 JaHHbIX,
3aMHINAEMOl HHPOPMAUHHA H CPEJCTB 3aLHTHI HH(OPMALHH

Hacrosimmit nopsizok ompesenser OpraHM3anuio pe3epBHPOBAHHS W BOCCTAHOBJICHHS
paboTOCOCOGHOCTH TEXHHYECKHX CPEICTB M IPOTPAMMHOrO obecrieueHus, 6a3 MaHHBIX ¥
CPEJCTB 3aUThl HH(OPMAIHH.

K nenonssosanmio, juis co3manns pesepuoit komuu B MCITJTH, JIONYCKAIOTCSA TOJIBKO
3aperucTpupoBanHble B JKypHale yuyera HOCHTEIH.

AZIMHHHCTPAaTOp 0Ge30macHOCTH 00s3aH OCYIIECTBIATh NEPHOAHYECKOE pe3epBHOE
KONHPOBAHHE IEPCOHATIBHBIX TaHHBIX.

Hocurenu undopmauun, npeHasHaueHHbIE V1S CO3aHUS PE3ePBHOMN KOIUH H XpaHeHHUs
NMEPCOHANBHBIX ~ NAHHBIX,  BBIJAIOTCS  YCTAHOBIEHHBIM  NOPSJAKOM  AIMHHHCTPATOPOM
besonacuoctu. Ilo okoHYaHHM MpPOLENYPEI PE3EPBHOTO KOIHPOBAHMS 3JIEKTPOHHBIE HOCHTENH
CAAIOTCA HA XPaHCHHE AIMHHHCTPATOPy 6€30MacHOCTH, HIIH JUPEKTOPY.



Ilpu BoccraHOBNEeHHH paGoTocmocoBHOCTH NIpOrpaMMHOro obecrieyeHuss CcHavama
OCYIIECTBIIACTCS PE3EPBHOC KONMHMPOBAHHE 3aIMIIAEMON MHPOPMANHH, 3aTeM IIPOHU3BOAMUTCS
T0/THAsA ICHHCTA/UIAUHA HEKOPPEKTHO paboTaloNIero NporpaMMHOro 00eceueHHUS.

BoceTanoB enue nporpaMMHOro obecredenns npon3BoIHTCS IIyTEM €r0 HHCTAJUIAIHH C
HCTIOME30BAHAEM  STANIOHHBIX — JMCTPHOYTHBOB, — XpaHEHHe KOTOPBIX  OCYIIECTBIAETCS
AJIMHHUCTPATOPOM (€30MacHOCTH B CHELHATLHOM XPaHHITHIILE,

Ilpu paGore ma xommbiorepax WCII[u PEKOMEHAYETCs HCIONB30BaTh HCTOYHHKH
OecriepeGOHHOrO MUTAaHKS, ¢ LENBIO NPEIOTBPAIICHHS TIOBPEX/ICHUS TEXHHYECKHX CPEICTB
(/) 3ammmaemoit HHGoOpMaIMK B pe3yJbTare c60eB B CeTH 9JIEKTPONTHTAHHS.

Ilpu BocCTaHOBNIEHHH PaGOTOCIOCOGHOCTH CPEACTB 3aIIHTHI HHpOpMALMK  ClIe/yeT
BLINIOJIHUTE MX HACTPOHKY B COOTBETCTBHH C TPeGOBAHHAMH 6E30MACHOCTH uHpOpMALUH,
H3JI0KCHHBIMI B TEXHIHICCKOM 3a/laHHM Ha CO3/IaHAE CHCTEMBI 3aLLMTHI IEPCOHATBHBIX JAHHBIX.

Boccranosienue cpencts sammThl MH(OpMAIHH NPOU3BOJMTCS C HCIOIH30BaHHEM
STAIOHHBIX CEPTHOHUMPOBAHHBIX JHCTPHGYTHBOB, KOTOpBIE XpaHATCS y aJAMHHHCTpaTopa
besonacuoctu. Ilocne ycnewmmoil HAacTpoWKH CpeNCTB 3armuThi HHpOpMALHH HEOOXOIUMO
BBINOHATE PE3CPBHOE KONMPOBAHHE HACTPOCK JAHHBIX CPEICTB C IOMOUIBIO BCTPOSHHEIX B HHX
(ynxnmit Ha 3aperucTpHpOBaHHBIN HOCHTE!D,

OrBeTcTBEHHOCTH 32 TNPOBEJCHHE pPE3EPBHOrO KOIMPOBaHUs, MEPONPHATHH 110
BOCCTAHOBNCHHIO  PAabOTOCIOCOGHOCTH — TEXHHYECKHX  CPEJICTB, MEpOTIpUATHH 110
BOCCTAQHOBJICHUIO ~ CPEICTB  3amuThl MHDOPMANMM  BO3jaraercs Ha aJIMMHHCTpaTopa
6e3zonmacHocTH.

S. Iopsinok 00y4eHns nepconaa npaKTHKe paborel B UCII/{n B yacTh

obecrnieueHHsi 6€30MACHOCTH MEPCOHANBHBIX JAHHBIX
Ilepen wmauanom paGotst B MCIIJIH MONB30BATENM JOMKHBI O3HAKOMHTECH
TpeboBaHusAMH HacTosmero [100Xkenns Mo pocnuCh;
[Tonb3oBarenu JOKHBI MPO/IEMOHCTPHPOBATH aJIMHHUCTpaTOpy 6€30NMacHOCTH HAIHYHe
HEOOXOMMMBIX 3HAHUM M YMEHMIT JUISt BBITTOHEHHUS TpeGoBanmii Hactosmero [Tosoxenus:;
OTBeTCTBEHHBIM 33 OpraHU3alMIo OOYUEHHS H OKA3aHHe METOIHYCCKOI noMou B OY
SIBJIIETCS aIMUHHCTpaTOp GE30MacHOCTH;

6. IlpaBui1a AHTHBHPYCHOM 32 HTHI

Hacrosmue npasuia onpeaensior tpeGopasus k OpraHu3anuy 3amuTel oosekta UCIT
OT paspyMIAIOEr0 BO3ACHCTBUSA BPEIOHOCHOTO NMPOrPAMMHOIO 0GECHedeH s, KOMITBIOTEPHEIX
BHPYCOB M yCTAaHABIIHBACT OTBETCTBEHHOCT PYKOBOIMTEIS H COTPYAHHKOB, SKCILTYATHPYIOLIHX
H COMPOBOXIArONIMX KOMIIBIOTEPEI B cocTaBe ICIT/IH, 3a MX BHINOJIHEHNE.

K wuenonb3oanmio Ha  KOMIBIOTEpAaX —JIOTYCKAIOTCS —TONBKO  JIHIEH3HOHHEE
AQHTHBHPYCHBIE CPEJICTBA;

YcTanoBKka W HAYAIBHAS HACTPONKA CPE/ICTB AHTHBHPYCHOIO KOHTPOJIsl HA KOMIIBIOTEpaxX
OCYIIECTBIISETCS aIMHHUCTPATOPOM 0€30IIaCHOCTH;

AJIIMHHHCTPAaTOp ~ G€30mACHOCTH  OCYIIECTBJISCT  NEPHOAMYECKOE  OGHOBJICHHE
AHTHBHPYCHBIX CPEACTB M KOHTPOJIb HX paboTOCIIOCOOHOCTH;

SApnbix (ccpulka) IS 3aIycKa aHTHBHPYCHOI NIPOTPaMMBI JIOJDKEH OBITh IOCTYIIEH BCEM
T0JIb30BaTENIAIM HH(POPMALIMOHHON CHCTEMBI;

Exenenensio B Havane paGoTel, mocie 3arpysku KOMIIBIOTEPA B aBTOMATHYECKOM
PEXKHAME JI0JDKEH NPOBOANTECS aHTHBHPYCHEIA KOHTPOIIb BCEX /IHCKOB U (ailIoB KOMITBIOTEPOB;

Obsi3atenbHOMY aHTHBHPYCHOMY KOHTPOJIO TIOAJIEKHT JOGast uHpopMaIHs (TEKCTOBLIE
aitner moGrix dopmaros, daiinbl JAHHBIX, HCIOTHAEMBIE daiiner), vHGOPMALKS HA CHEMHBIX
HOCHTENSIX (MAarHMTHBIX JIMCKaX, Jientax, CD-ROM u T.11.). Kontpons uexopsimeit undopmarmm



HEe0OXOAMMO TPOBOANTH HEMOCPEACTBEHHO Nepell apXHBHPOBAHHEM M OTHPABKOH (3alHChIO Ha
ChEMHBINH HOCHTEJIB);

Daiinel, MOMENM@eMble B 3JIEKTPOHHBIH ApXMB Ha MArHHTHBIX HOCHTEJAX, JOJDKHBI B
00s3aTeIbHOM MOPSAZIKE TIPOXOIHTH AHTHBHPYCHBINH KOHTPOJIb;

VcranasnuBaeMoe — (H3MEHseMoOe) TIporpaMMmHoe — o0ecredeHHe  JIOKHO — ObITh
Tpe/IBAPUTENILHO IPOBEPEHO Ha OTCYTCTBHE BHpYCOB. HemocpeACTBEHHO MOCie YCTaHOBKH
(u3MeHeHHs) MPOrpaMMHOTO OOECTeYEeHHs KOMIBIOTEpa, aJIMHHHCTPATOpoM 0e30macHOCTH
JI0JDKHA OBITH BBITIOJIHEHA aHTHBHpYCHas nipoBepka MUCIT/IH;

Ha KoMnbioTepsl MOJIL30BaTeNeH 3anpenmaeTcs: YCTaHOBKa POrpaMMHOro obecrneyeHus,
HE CBA3aHHOIO C BHINOJHEHHEM (YHKIMH, MPEeIyCMOTPEHHBIX TEXHOJIOTHYECKHM IIPOLECCOM
obpaboTku uH(OpMaNHH;

[Ipy BO3HMKHOBEHHMH IIOJIO3PEHHS HA HAJIMYUE KOMIBIOTEPHOIO BHpyca (HETHIHYHAS
pa6ora mporpamM, MOsBIeHHe rpapuyeckux M 3BYKOBBIX 3()(DEKTOB, MCKaKEHMi NaHHBIX,
nponajanue (ailyioB, YAaCToe TNOSBICHHE COOOLIEHMH O CHCTEMHBIX OmHMOKax M T.II.)
M0JIB30BATEIb CAMOCTOSATENBHO (MM BMECTE C aJMHHHCTPATOPOM O0€30IacHOCTH) IOJDKEH
IIPOBECTH BHEOYEPE/IHOH aHTHBHUPYCHBIH KOHTPOIIb KOMITBIOTEPA.

B cnyuae oOHapyXeHHs NpH NPOBEJEHWH AHTHBHPYCHOH NPOBEPKH 3apakKeHHBIX
KOMITLIOTEPHBIMH BHpycaMy (aiiyIoB MOJIb30BaTeNb 00sA3aH:

nprocTaHOBUTH 00paboTtky nanubX B UCII]In;

HEMEUIEHHO IIOCTABHTh B M3BECTHOCTH O (pakTe OOHApyeHHS 3apaKeHHBIX BHPYCOM
daiinos apMuHHCTpaTopa GE30MaCHOCTH, a TAKXKE CMEXKHBIE MOJApPa3/Je/IeHHs, HCIOIb3YIOLIne
9TH (paiinel B padoTe;

COBMECTHO C BJIaJIe/IblIeM 3apaXeHHBIX BHpPycoM (aiiioB TNpOBECTH  aHAIH3
BO3MOXHOCTH, JaIbHEHIIEro HX HCHOJIb30BaHHsA; IPOBECTH

JIeUeHHE HIIH YHHYTOXKEHHE 3apaKeHHbIX (aiiios.

OTBETCTBEHHOCTH 3a opranu3auuio anTuBHpycHoro kontpons B UCIIJI B cooTBeTCTBHH
¢ TpeGoBaHMAMH HacTosiuero [1o10XkeH)s BO3JIaracTes Ha aIMHHHCTpaTopa 6e30MacHOCTH;

OTBETCTBEHHOCTH 3a MPOBEACHHE MEPONPHATHH aHTHBHPYCHOH 3allMTHEl B KOHKPETHOM
UCTITa u cobmonenue TpeboBanuii Hactosmero ITonoxkenns Bo3jaraeTcs Ha aMHHACTPATOpa
OezonacHOCTH H Beex nmosb3oBarenei nanuoi UCITIn.

7. llpaBnia NapojbHOM 3aHTHI

JlanHble TpaBuiia pPerjaMEeHTHPYIOT OpPraHM3allMOHHO-TEXHHYECKHE MEpPONpPHATHS IO
06ecIeYeHHIo MPOIECCOB MeHEePAliK, CMEHBI M TIpekpamenus neiictus naponeii B UCII/In, a
TaKKe KOHTPOJIb JAeHCTBHIT Nosb30BaTeseli mpu paboTe ¢ MaposisMH.

Opranu3alMOHHOE B TeXHAYECKOe 0OecredeHue MPOLecCoB MeHePaLiH, HCIIOb30BAHM,
CMEHBI M NpeKpaleHus AeicTBrs mapoeii Bo Becex noacucremax MUCII/IH ¥ KOHTPONb NeHCTBHI
nosip30BaTesiel npu paboTe ¢ MapoJsSMH BO3JIaraeTcs Ha aIMHHHCTpAaTopa 6e3011acHOCTH.

Ilpu mocTyne MOJIB30BaTeNs B CHCTEMY JIODKHA OCYIIECTBIATHCH HACHTHOUKALMS H
NpoBepKa MOMUIMHHOCTH IO HICHTHHKATOpY M Mapojiio, a TaKKe C HCIOJIb30BaHHEM
9JIeKTPOHHBIX WIEHTH(HKATOPOB.

JIuuHBle MapOJH JIODKHEI TEHEPUPOBATHCS M PACHPE/IENATECA HMEHTPATH30BAHHO JHO0
BBIOMPATBCS [0JIb30BATEISIMH CAMOCTOATEIIBHO C YYETOM CIIEAYIOHX TPpeOOBaHMI:

- IapoJib J0JDKEH OBITH JUIMHOMN HE MEHEe IeCTH OyKBEHHO-IM(POBBIX CHMBOJIOB;

- CHMBOJIBI TIapoJieit fyist paGouuX CTaHIM, Ha KOTOPBIX YCTAHOBJIEHO CPE/ICTBO 3AIHTHI
uH(OPMALUK OT HECAHKIMOHHPOBAHHOTO JIOCTYIA, JIOJDKHBEI BBOJMTBLCA B PEXKHME JIATHHCKOM
pacKJIaKy KiaBHaTyphl;

-Mapoib HE IO/DKeH BKIIOYATh B ce0f JIerko BBIYMCIsAEMblE COYETAHHS CHMBOJIOB
(umena, pamunn, HammeHoBanuss APM u T.1.), aTaxke oOMmEeNpUHATHIE COKPAIICHHUS



(OBM, JIBC, USER u T.1.);

-TIpH CMEHE Napojii HOBOE 3HAYECHHE JODKHO OTIHYAThCS OT NPEAbLIYIIHX; -
T0JTb30BATEIb HE HMEET 11paBa coo6ImaTh IHYHBIH Napoib APYTHM JIHLIAM.

INonuas nnanoBas cmena maponeii nonb3oBatenef AOMMKHA IPOBOAUTHCS PeryisipHo, L2
PexXe OIHOro pasza B Te4eHHe 365 aHel.

Ynanenue yderTHol 3ammcu momb3oBatens MCIIJla B ciyuae mpekpauwenus ero
TMONTHOMOYHH (yBOJIBHEHHE, MEPEeXO/l Ha IPYryio paGoTy BHYTPH YUpEXAEHHS H T.I.) JOJDKHA
NPOH3BOZMUTECSA AIMHHHCTPATOPOM GE30MacHOCTH HEMEJIEHHO TOCIe OKOHYAHHS IMOCIEIHEro
ceanca paboThbl JAHHOTO TIOJTB30BaTeIs C CHCTEMOMH, Ha OCHOBAHHH NPHKA3a JHpEKTOpa.

BuenyianoBas monHas cMeHa mapoliell BceX MONb30BaTeNel J0MKHA MPOH3BONTECH B
Clydae NpPEKpalleHHs IONHOMOYHH (YBOJIBHEHHE, NEPEeXOX Ha JApPYrylo paboTy BHYTpH
YUPEXKICHHS ¥ APYTHE OOCTOATENHCTBA) aIMHHECTPATOpa 6€30MacHOCTH.

B cinyuae xommpomeranmu mmuHOro mapons nombsosatens WCTIH AomKHEI GBITH
HEMEJUICHHO MPEeNPHHATHI MEPHI 110 H3MEHEHHIO €r0 MapoJIs.

KonTtpons seiicTuii mosb3oBateneit npu pabore ¢ naponsiMu, cobmoeHue MopsiKa UX
CMEHBI, XpPaHEHHS U UCIIOTB30BaHUS BO3JIaraeTcs Ha aIMUHUCTpATOpa 6e301acHOCTH.

B AUC «DnekTpoHHas MIKOIA» eXEMECSYHO MEHATH NapoJIH C 3aHECEHHEM B «XypHnan
IO CMEHe maposiei» Juii Monb3oBaTenedl CHCTeMBl «AJMHHHCTpPATop», «COTPYAHHKY,
«Yunrenb», «KaccHbI# pyKOBOIUTENbY.

OTBETCTBEHHBIM 3a CBOEBPEMEHHBIM M3MEHEHHEM NapoJiell SBISETCS aJIMHHHCTPATOP
Ge30macHOCTH.

8. IlpaBuia 0GHOBJIEHHS 0GIIECHCTEMHOrO H IPHKJIAAHOTO IPOrPAMMHOIO

obecnevenus, TexHndeckoro odcayxusanus UCI Iu

Hacrosimue npasuna permamenTHpyioT obecnedenne Ge3onacHocTH HHMOPMAIMH TPH
NpOBE/ICHHH OOHOBNIEHHs, MOAM(UKAIMK OOIIECHCTEMHOr0 H TPHKIATHOIO MPOrPAMMHOIO
ofecrieyeHns, TEXHMYECKOTO 0OCIyKHBAHHS M TIPH BO3HUKHOBEHMH HEIITATHBIX CHTYALMH B
pabore UCTI/IH.

IIpao Ha ycTanoBky, 06HOBCHHE H MOAH(DHKALMIO OGIIECHCTEMHOTO H TIPHKJIAIHOTO
nporpamMmuoro obecnedenus kommbrorepos WCII[[H mpemocTaiseTcs aJMHHHCTPATOpy
6e30macHOCTH.

IIpaBo BHecenHs wu3MeHeHMii B KOHQHIYpalMIO aNNApaTHO-TIPOTPAMMHBIX CPEACTB
3aIMTEl HHOPMAITHH NPEOCTABISCTC aAMHHHCTPATOPY OE30MacHOCTH, 110 COIJIACOBAHMIO C
JupektopoMm OV.

Wsmenenne koHdurypaumuu ammapatHo-nporpaMMubix cpeacts MCII[lH  kem-nuGo,
KpOoMe aIMHHHCTpaTopa 6e30MacHOCTH 3alpeleHo.

YcranoBka uni oOHoBnenue nozucucrem MCIIJIH HO/DKHBI IPOBOMTECA B CTPOTOM
COOTBETCTBHH C TEXHOJIOTHEH MpoBe/ieHHs MOAUUKALMI IPOrpaMMHBIX KOMILIEKCOB TaHHBIX
MOJICHCTEM.

Yeranoka W obHoBnenue IO (CHCTEMHOro, IpPHUKJIAJHOTO, TECTOBOrO M T.I.) Ha
KOMINIBIOTEpAX MPOH3BOJAUTCA TONBKO C OPHTHHANBHBIX JIHLUECH3HOHHBIX JHCTPHOYTHBHBIX
HOCHTeNIeH (IMCKeT, KOMIAKT AUCKOB H T.IL.).

Bee jpoGasnseMble nporpaMMHBIE M anmapaTHble KOMIOHEHTHI JODKHEI  OBITH
pe/IBAPUTENLHO MPOBEPEHBI Ha paboTOCNOCOGHOCT, a TAKKE OTCYTCTBHE ONACHBIX (DYHKIIHIA.

Ilocne ycramoskn (oGuHoBnenms) I10, amgMunHCTpaTOp GE30MACHOCTH  JIOIDKEH
NPOU3BECTH TpeOyeMble HACTPOWKH CPEICTB YNpPABIEHHS JOCTYIIOM K KOMIIOHEHTaM
KOMITBIOTEPA H NPOBepHUTH paboTocniocobnocts 1O 1 npaBuisHOCTS HX HACTPOHKH.



Ilps BO3HMKHOBeHHH CHTyammii, TpeGyrommx nepeladd  TEXHHYECKHX CpPEJCTB B
CEPBHCHBIH LIECHTDP C HENbIO PEMOHTA, AIMHHHCTPATOpP GE30MacHOCTH 06s3aH NPEANPHHATH
HEOOXOAMMBIE MEpHI JUIsl 3aTHPAHHUSA 3AHIAEMO HH(OPMAIHH, KOTOPAS XPaHHUIACH HA IUCKAX
KOMITBIOTEpa.

9. Ilopsinok KOHTPOIs 0GecneyeHns 3aMHTDI HHpopmanuu B UCII/An n
NpHOCTAHOBKH npeaocTasienus I1/{u B ciiyyae o6Hapyxenus HApYLIeHH
NOPSAAKA UX NPeJOCTABICHHS.

Koutpons saummrer mudopmaumm B HCII[lH - kommiexc OpPraHU3alHOHHBIX H
TCXHUYCCKHX ~ MCPONPHATHH, KOTOpBIE OPraHM3ylOTCS H  OCYIIECTBISIOTCS B  IENsK
TIPEAYNPEXCHHS H IPECEYEHHUS BOIMOKHOCTH MOy YEHHS TIOCTOPOHHAMH JTHIAMU OXpaHSeMBIX
CBEJICHHH, BBLIABICHAS M NPENOTBPANICHMS YTEUKH HH(OPMALHMM 10 TEXHHYCCKHM KaHasam,
HCKJIOYEHHS WM  CYIIECTBEHHOIrO  3aTpy/IHECHHs HECAHKIIMOHHPOBAHHOTO  JIOCTYNa K
HH(pOPMAIINHK, XHINCHHS TEXHHYECKHX CPEJICTB H HOCHTENeil uH(bopMaIuH, HpeaoTBpalIeH s
CICIHAIBHBIX  MPOrPAMMHO-TEXHHYECKHX  BO3JICHCTBHI,  BBI3BIBAIONIHX HapylleHHE
XapakTepucTHK  Ge3omacHocTH nHdopMauu U paboTocnocoGHOCTH — cHCTeM
nH(pOpMaTH3AIHH.

OcCHOBHBIMH 3a71a4aMH KOHTPOJIS SIBJISIOTCS:

TIpOBEpKA  OpraHM3alMH BBLINOJIHEHHS MEPONPUATHII MO 3ammMTe HHDOPMALMH B
YUpeK/ICHHIH, y4eTa TpeOGOBaHMIl 10 3amuTe HHOOPMALMH B Pa3paGaTEIBAEMBIX ILTAHOBEIX H
PACHOPA/THTEBHBIX IOKYMEHTAX; BRIABICHHE ICMaCKHPYIONIHX MPH3HAKoB 06bekToB MCI/(x;

YTOUHEHHE 30H nepexsara oGpabaTbiBaeMoii Ha 0GbeKTax HH(POPMALIHH, BO3MOKHEIX
KaHAMOB  yTeYKH  MH(OpMAauMHM,  HECAHKUMOHMDOBAHHOTO  J0CTYNMa K  Hell  u
NPOTPAMMHOTEXHHYECKHX ~ BO3JCHCTBHI Ha  uWHQOpPMauMIO; TNpoBepka  BHIOJHEHHS
YCTAHOB/ICHHBIX HOPM M TpeDoBaHuit 110 3amuTe HHPOPMANMH OT YTEYKH MO TEXHHYECKHM
KaHanaM, OLEHKA JOCTATOYHOCTH H >((hEKTHBHOCTH MEpONpHSTHH MO 3aumTe HHGOPMAIHH;
IPOBEPKA BhINOIHEHUA TpeboBanuii o 3auure UCIT/{u ot HECAHKIIHOHUPOBAHHOI'O
AOCTyNa; POBEPKa BBIMOIHEHUs TPEOOBAHMIH 10 AHTHBHPYCHOM 3alIHTe ABTOMATH3HPOBAHHEIX
CHCTEM H aBTOMATH3MPOBAHHBIX pabOYMX MECT; NMPOBEpKa 3HaHHMH PaGOTHHKOB 10O BOIIpOCaM

3aIUTH HHYOPMAIIMA U UX COOTBETCTBHS

TPeGOBAHHAIM YPOBHS IOATOTOBKH JUIS KOHKPETHOTO pabouero Mecra; ONEPaTHBHOE NPUHATHE

MEp II0 MPEeCeYECHHIO HapyeHHH TpeGoBaHMit (HOPM) 3alHTEI
unpopmaunn B HCIIJ[H; paspaboTka npemioxenuit o ycTpaneHHio  (ocnmabnenuro)

JIEMAcCKHPYIOIIUX MIPH3HAKOB
M TEXHHYECKHX KAHAJIOB YTe4YKH HH(pOpMaIHH.

10. IMopsiaok oxpausi u AONyCKa MOCTOPOHHMX JHI B nomewenus UCIIn

B OV nomkua GbITh nperycMoTpena (pusmaeckas oxpana Texnudeckux cpezncts UCII(u
(yerpoiicTs u HocHTenel uHdOpMaH), IIpeaycMaTpHBaroast KOHTPOJIb AOCTYIA B IIOMELICHUS
NOCTOPOHHHX  JIHI, HQIMYME HANCKHBIX INPENATCTBHN JUIL  HECAHKIMOHHPOBAHHOIO
NPOHHKHOBEHHUS B TIOMEIICHHS H XPAHHIIMILE HOCHTENEH HH(OpMAIHH.

B nomemenusx jomkna GbiTh yeranOBIeHa OXpaHHA 1 NOXKapHas CHIHATH3AIHS.

CepsepHoe u KoMMyTaumonnoe oGopyzoBaHue UCTITH [0/DKHO HaXoJHTHCH MMOJ
HANCKHBIM 3aMKOM, B OTACILHOM NOMCIICHHM MM 3amHpaiomeMcs mkady, KIOY A0KeH
XPaHUTBCA y aJIMHHUCTpPAaTOpa OE30MaCHOCTH.



BekpsiTie # 3akpeITHe MOMEIICHHI OCYIIECTBIIACTCA COTPYAHHKAMH, paboTalomuMn B
JAaHHBIX ITOMEIIEHUAX.

Ilpu obGHapyxeHun TOBpeX/IeHHS 3aMKOB, JBEpell WM HATHIHS JIDYTHX TPH3HAKOB,
YKa3bIBAIOIUHX HA BO3MOXHOE NPOHHKHOBEHHE B NIOMEIICHHE IOCTOPOHHMX JIHII, IOMELICHHE HE
BCKpBIBA€TCsl, a COCTAaBJIACTCA aKT, B IPUCYTCTBHH CTOpOXa. O NPOMCIIECTBHH HeMeEUIEHHO
cooburaercs AUPEKTOPY.

11. 3aka09HTENBHBIE MOIOKEHHS >
TpeGosanns nacrosmero [lonoxkenust 06Gs3aTeNbHBI JUIS BCEro KOJUICKTHBA oYV,
00pabaTeIBalOIINX MEPCOHAIBHBIE JaHHbIE.
Hapymenue tpeGoBanmii nactosmero ITonoxenus Bieuer 3a coGoi JHCUHUIUIHHAPHYIO,
TPAXKIAHCKO-IIPABOBYIO, aJIMHUHHCTPATHBHYIO HJIH YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUH
¢ 3aKoHOAaTeNbCTBOM Poccuiickoii Denepanum.



ITpunosxenne No 1

K [Tonoxenuio o6 o0paboTke M 3aIuTe NEPCOHANBHBIX AAHHBIX
B HHpopMarmonHkIX cuctemax MKOY ITporacosckoii OOIII

HHCTPYKIIUSI oTBeTcTBEHHOTr0 32 OPraHM3amuio 00padoTKH NePCOHANTBHBIX JAHHBIX

I. OBIIUE NMOJIOKEHU ST

1.1. Jlannas MHCTpyKIMs onpeaenser OCHOBHbIE 06A3aHHOCTH H [IpaBa OTBETCTBEHHOTO
3a OpraHH3aluio 00paboTKH mepconHanbHEIX JaHHEIX MKOY Ilporacosekoii OOIII (nanee —
1IKOJIA).

1.2. OtsercTBennblil 3a opraHusanuio o6paboTKH NEPCOHANBHBIX JAHHBIX SBISETCS
COTPY/THHKOM IIKOJIbI M Ha3HAYaeTCA IPHKA30M JIHPEKTOPA.

1.3. Pemerne BONPOCOB OpraHM3aIii 3alHTHI IEPCOHATBHEIX JAHHBIX B IIKONE BXOJHT
B MpsMbE  CIYXeOHblC OOS3aHHOCTH OTBETCTBEHHOTO 3a OPTaHM3ANHIO  0GpPaGOTKH
NEPCOHANBHBIX TaHHBIX.

1.4. OTBercTBEeHHBIH 3a OpraHM3amMio 00paGOTKH NEPCOHAJILHBIX JAHHBIX obnanaer
NpaBaMH JIOCTYMA K JTFOOBIM HOCUTEJISAM NEPCOHATBHBIX JAHHBIX B LIKOJE,

II. TEPMUHBI U OIIPEJAEJIEHUST
2.1. AsTomaTn3upoBannoe pa6ouee mecro (APM) — NIEPCOHAIbHBIA KOMIBIOTED H
NOAKIIOYEHHBIE K HeMy TnepudepuiiHble yCTpoHCTBA — NPHHTEpP, MHOTO(YHKIHOHATBLHBIE
YCTPOWCTBA, CKAHEPHI U T.11.
2.2. BiIOKHpOBANHE MEPCOHAILHBIX AAHHBIX - BPEMEHHOE npekpaiienue 00paboTku
NEPCOHANBHBIX JIAHHBIX (32 MCKIOYEHHMEM ciy4aeB, ecid obpaboTka HeoGXxomuma s
YTOYHEHHS IEPCOHANIBHBIX JAHHBIX).

2.3. Jloctyn k mHdopMamMH — BO3MOKHOCTh INOJIydYeHHS uHpopManuu H e
HCIIOJTB30BaHHUSL.
24. 3amuta wuEpOpPMANMH — JeATENBHOCTH 110 NPEJOTBPAICHHIO  YTEUKH

MH(DOPMALIUH, HECAHKITHOHUPOBAHHEIX U HENpPeIHaMEePEHHBIX BO3AeHCTBHIA Ha uHpOpMALHIO, TO
€CTh IPOLECC, HANIPABJICHHBINA HA JOCTHXXEHHEe HH()OPMAITHOHHOH 6e30MacHOCTH.

2.5. Undopmannsi - ceenus (COOOIIEHMS, JaHHbIE) HE3ABHCHMO OT dopmbl  HX
NpeCTaBICHHS.

2.6. HuopManHOHHAN CHCTEMA NEPCOHATBHBIX AAHHBIX (UCII/{H) - COBOKYNHOCTE
colepikammxcss B 6a3ax NaHHBIX NMEPCOHANBHBIX JIAHHBIX M 0OECICUMBAIOMIUX HX obpabotky
HH(OPMALHOHHBIX TEXHOJIOTHIi H TEXHHYECKHX CPE/ICTB.

2.7. Hecankumonunposaunsiii nocryn (HCJ) — noctyn k uudopmanuy, XpaHsieics Ha
Pa3s/MYHBIX THITAX HOCHTENeH (OyMaKHBIX, MATHUTHBIX, ONTHYECKUX H T. JI.) B KOMIIbIOTEPHBIX
Gasax pnaHHbIX, (aMIOBBIX XPAaHWIHMINAX, apXMBAaX, CEKPETHBIX YaCTAX M T. JI. PA3THYHBIX
OpraHM3al|i MyTéM U3MEHEHHs (IOBBIMCHNS, QanbCHUKAINN) CBOMX IIPaB J0CTYIIA.

2.8. Hocurenr uudopmamun - o060l  MaTepHanbHBIi  OOBEKT WM cpena,
HCIIOJIB3YeMBIi JUIs XpaHEHHs MK Tepe/iadl HHGOpMaluy.



2.9. O6paGoTka NepPCOHATBLHBIX NAHHLIX - moGoe neiicTBue (oneparmst) mmM
COBOKYIHOCTE ~ NeHCTBHH  (Omepaumii), coBepmaembix ¢ HCIIONTb30BAaHHEM  CPEJICTB
ABTOMATH3ALMH HIIH Ge3 HCTIONB30BAHHS TAKHX CPEJICTB C NE€PCOHAILHBIMH JaHHBIMH, BKJIKOYAs
cbop, 3anmuck, cucTeMaTH3anuIo, HAKOTUICHHE, XpaHEeHHe, YTOuHeHHe (0GHOBIeHH e, H3MEHEHHe),
M3BJICYCHHE, HCIONB30BaHHUE, Iepejady (pacmpoctpanenwue, IpEeIOCTaBIeHHe, JOCTYTI),
obesnuumuBanue, 6okuposanue, YAQICHHC, YHHYTOKEHHE NEPCOHATBHBIX JAHHBIX.

2.10. IMepconambublie aaHHbIE - JH0Gas HHOpMaLHs, OTHOCAImAsCH K OpsMO  HITH
KOCBEHHO OTIPE/IEIEHHOMY WJTH OTIpeensieMoMy $usmueckomy mumy (cyOnexTy mepcoHambHBIX
JIaHHBIX).

2.11. Cpeacrso 3amursi uagopmamun (C3U) - TEXHHYECKOE, IPOrPAMMHOE CPEJICTBC,
BELIECTBO H (MIIM) MaTepuaJl, NpeHa3HAYeHHbIE HIH HCIIONIB3YeMBIE JUTS 3QIIMTHI HH(OPMAIIHH.

2.12. ¥Yrpossr GesonacHocrn Hepeonaabubix panueix (YBIIMH) - copokymrocts
YCIOBHii M (aKTOPOB, CO3NAIOMMX ONMACHOCTE HECAaHKIIHOHUPOBAaHHOIO, B TOM YHCJIE
CIy4aifHOTO, 1OCTYyna K IepCcOHATbHBIM AQHHBIM, PpE3yJIbTaTOM KOTOPOrO MOXET CTaTh
YHHITOXXCHHE, M3MEHeHHe, GI0OKMpOBaHHE, KONMMPOBAHHE, NIPEAIOCTaBICHHE, PACIPOCTPaHEH e
NEPCOHAIBHBIX JAHHBIX, & TaK)Ke HHbIC HCTIPABOMEpHBIE JICHCTBHA Npu ux obpaGoTke B
HH(OPMALMOHHOI CHCTEME TEPCOHATBHBIX JAHHEIX.

2.13. YHHYTOXKEHHE TePCOHATBHBIX AAHHBLIX - ACHCTBHS, B PE3yNbTaTe KOTOPHIX
CTAaHOBHTCS ~ HCBO3MOXHBEIM  BOCCTAHOBHTH  COJEp)KAHHE IIEPCOHANIBHEIX  JAaHHBIX B
HHQOpPMAUMOHHOH  cHCTeMe NICPCOHANBHBIX JIAHHBIX M (MIM) B  pe3yibTare KOTOPBIX
YHHYTOXKAIOTCS MaTEPHAIbHbBIE HOCHTEIH MIEPCOHANBHBIX JAHHBIX,

1. TOJDKHOCTHBIE OBSI3AHHOCTH

OrseTcTBenHbIit 3a opranusanmo 00paboTKH IePCOHANBHBIX JAHHBIX OGS3aH:

3.1. 3nars nepeyens u ycnosus 06paboTKH MepCOHANBHBIX JAHHBIX B LIKOJIE.

3.2. 3naTh W npeOCTABNATH Ha YTBEPKACHHC IUPEKTOpPA HIKOJIBI H3MEHEHHS K CITHCKY
JHL, JIOCTYN KOTOPBIX K NEPCOHANBHBIM JAHHEIM HEOOXOMHM JUIs BBINOJIHEHHS MMH CBOHX
CIy)KeOHBIX (TPYA0BBIX) 00S3aHHOCTEI.

3.3. VyacTBOBaTH B ONpejeNeHHH TIOTHOMOH none3osareneit UCIIAn (odopmerun
Pa3peIIHTE/IbHOM CHCTEMBl J0CTYNa), MHHHMAJIBHO HEOOXOZIMMEIX MM JUISi  BBIIOJHEHHS
iy KeOHBIX (TPYIOBBIX) 06S3aHHOCTEIL.

3.4. OcymecrBisats yuér AOKYMEHTOB, COAEPKAIIMX TEPCOHAINBHBIC [JAHHBIE, HX
YHUATOXEHHE, THOO KOHTPOJIb IPOUE/TYPHI HX YHHUTOKEHHS.,

3.5. Bnokmposats noctyn k TIEPCOHANBHBIM JIAHHBIM NP OGHApyKeHHH HapyIIeHHii
nopsiaka ux oopaboTkH.

3.6. PearupoBaTe Ha mOmBITKH HCCaHKIMOHHPOBAHHOIO JIOCTYNa K HH(pOpPMALMK B
YCTaHOBNCHHOM CT.4 HacTosme# MHCTpykmn nopsixe.

3.7. KonTponuposars ocymectsienue MEPOIPHATHIA 110 YCTAHOBKE H HACTPOIiKe CpEeJICTB
3alMTE HHOpMAaIHH.

3.8. Tlo yxasammio pykoBoacTsa CBOCBPEMCHHO M TOYHO OTPaXkaTh H3MEHEHHS B
JIOKAJIbHBIX HOPMATHBHO-NPABOBBIX aKTAX 10 YIIPABICHHIO CPEACTBAMH 3alIUThl HHYOPMALHH B
WCII/Tn u npasunam o6paGorkn NEePCOHAIBHEBIX JaHHBIX.

3.9. IlpoBouTh 3aHATHS U MHCTPYKTQXH C COTPYJAHHKAMH IIKOJIBI O IOPSIIKE paboTHI ¢
TICPCOHAIBHBIMA JTAHHBIMH M H3YYeHHE PYKOBOJIAIINX ZIOKYMEHTOB B 005acTu obecredyenus
6e30MacHOCTH 1epCOHANBHBIX AAHHBIX.

3.10. TIlposomuts pasGuparenscrea u COCTaBlieHMe 3aKiO¥eHHH 110  dakram
HECOOIIO/ICHUS YCIIOBHH XPaHEHHs HOCHTeelf TIEPCOHAIBHBIX JIAHHBIX, HAPYIICHHUS TPABHLI



paboThI ¢ IOKYMEHTaMH, COCPIKAIIMMH EPCOHANIBHBIE JAHHBIE, HIIK 110 JPYTHM HapyIICHHSM,
KOTOpBIC MOI'YT IPHBECTH K CHH)KEHHIO YPOBHS 3aLHIIEHHOCTH MIEPCOHANBHBIX JIAHHBIX.

3.11. KouTtponuposaTe COOMIONEHHE COTPYAHHKAMH JIOKQIBHBIX JOKYMEHTOB,
PErJIaMEHTHPYIOIINX TTOPSIOK pabOThI ¢ IPOrpaMMHEBIMH, TeXHHYeCKAMH cpeactsamMu UCIT/(a u
NEPCOHANLHBIMHU JJAHHBIMH.

3.12. BHOCHTE CBOH NpeJUIOKEHHS 110 COBEPIIEHCTBOBAHKIO MEP 3alIUTHI IIEPCOHATBHBIX
nauneix B UCIT/{H, paspaGoTke M NPUHATHH MEpP MO MPEJOTBPAILICHHIO BO3MOXKHBIX ONMACHBIX
TMOCJIC/ICTBHI HapyIICHUH, NPUBOJAIIMX K CHHKCHHIO YPOBHS 3aIMIIEHHOCTH IEPCOHAIBHBIX
JIaHHBIX.

3.13. OpranuusoBath yder ofpameHnii CyOBEKTOB INEPCOHAIBHBIX  JaHHBIX,
KOHTpONMpoBaTh 3anojHenHe «Kypnana ydera ofpamenuii CyObeKTOB NEpPCOHAIBHBIX
JIQHHBIXY.

3.14. IlpeacTaBnsaTe HHTEPECHl IMKOJBI TMPH NMPOBEPKAaX HAA30PHBIX OpraHoB B cdepe
06paboTKH MePCOHATBHBIX JAHHBIX.

3.15. 3nath 3aKoHOAATeNbcTBO P® O NEpPCOHANBHBIX JIAHHBIX, CIEIHTH 33 €ro
M3MEHCHHUSMH.

3.16. BbinonHATh HHbIE MEPONpPHATHSA, TpeOyeMble HOPMATHBHBIMH IOKYMEHTaMH IO
3alUTe NEPCOHANBHBIX JAHHBIX.

IV. JEVCTBUSI ITPU OBHAPYKEHHHU ITOMNBITOK HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

4.1. K nonsiTkaM HECAHKIIMOHHPOBAHHOTO JIOCTYIIAa OTHOCSITCS:

4.1.1. ceancel pabOTBl C TIEPCOHANBHBIMH JAHHBIMH  He3aperuCTPUPOBAHHBIX
MOJIL30BaTENEH, WIH MONIb30BaTeNel, HapyIIMBIINX YCTAHOBJIEHHYIO MEPHOJHYHOCTD JOCTYIIA,
HJIH CPOK ZIGHCTBHS MOJTHOMOYHH KOTOPBIX MCTEK, MJIM IPEBHILAIOLIMX CBOH IOJIHOMOYHS II0
JOCTYIY K JAHHBIM;

4.1.2. [pelicTBHS TpPETBEr0 JIMNA, IBITAIONIErOCS MNOJYYHTh JOCTYN (WM  yXKe
noxyuusuiero gocryn) Kk MCIT{u, npu ucnonb3oBaHuy y4ETHOM 3allHCH aAMHHHCTPATOpPA HIIH
apyroro mnons3oparenss WCII[H, MeromoM mnoadopa mapons, HCMONB30BaHHS —IapoJs,
pasrIaméHHOro BajieNblieM YYETHON 3aMHCH HIIH JIFOOBIM JIPYTHM METO/IOM.

4.2. Ilpu BoisBiIeHHH (aKTa HECAaHKIMOHUPOBAHHOTO MIOCTYIIA OTBETCTBEHHBIH 3a
opraau3anuio 00paboTKH NEePCOHANBHBIX JaHHBIX 00513aH:

4.2.1. npeKpaTHTh HECAHKIIMOHUPOBAHHBIH JIOCTYII K IEPCOHAIBHBIM JJAHHBIM;

4.2.2. [ONOXHTH  JHMPEKTOpPY  IOKOJBI  ciuyxeOHOM  3ammckod o0  (hakre
HECAaHKIIHOHUPOBAHHOTO JIOCTYTIA, €ro pe3yibTare (YCIEeIHbIH, HeYCIEIHbINH) H MPeAIPUHATHIX
JEHCTBHAX;

4.2.3. HM3BECTHTb PYKOBOAHMTENS CTPYKTYPHOIO MOApa3ZelieHusi, B KOTOpoM paboTaer
MOJIB30BaTelb, OT HMEHH Y4YeTHOW 3alHCH KOTOporo Oblla OCYIIEeCTBJIEHA IOMBITKA
HECAHKIIHOHUPOBAHHOTO JOCTYTA, 0 (haKTe HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

42.4. wm3pectuth  aaMuHHCTpatopa  OesomacHoctn — MCII[le o  dakre
HECaHKI[HOHUPOBAHHOTO JOCTYTIA.

V. IIPABA

OTBeTCTBEHHEIH 32 OpraHu3anuio 06paboTKH MepCOHAIBHBIX JAHHBIX HMEET ITPaBo:
5.1. TpeGoBars OT COTPYAHUKOB BBIIOJIHEHHS JIOKAIBHBIX HOPMAaTHBHO-ITPABOBEIX aKTOB
B 4acTH pa601'u C NEPCOHAIBHBIMH JaHHBIMH.



5.2. BIoKHpoBaTh JOCTYN K MEPCOHAIBHBIM JIAHHBIM JIOOBIX MOJB30BaTENEH, €ClIH 3TO
HEOOXO0/IMMO /ISt IPEI0TBPAINCHHS HAPYIIICHHS PEKHUMA 3aLIUTHI TIEPCOHANBHBIX JAHHbIX.

5.3. IIpoBoauTh CityieOHbIE paccleNoBaHHs H ONPALIMBATH NOIb30BaTenel Mo (axram
HECOOMIOACHHA YCIOBUH XPAHEHHs HOCHTENCH IEPCOHANBHBIX AHHBIX, HAPYIIEHHS TPABHI
paboTEI ¢ TeXHHYECKMMH M TporpaMmubivMe cpeacTBamMu MICIT/IH, B Tom 4HCIe cO cpeacTBaMu
3aIUThl HHGOPMAIAH, WM MO JPYTHM HAPYLICHHSAM, KOTOPbIE MOTYT IPHBECTH K CHHIKEHHIO
YPOBHS 3AIIUINEHHOCTH TIEPCOHAIBHBIX JIAHHbIX.

VI. OTBETCTBEHHOCTB 6.1. OrtsercTBennsii 3a
OpraHu3aiiio 00paboTKH NEPCOHANBHBIX JAHHBIX HECET NEPCOHANBHYIO OTBETCTBEHHOCTH 3a
cobmozenne TpeGoBaHU HacTosmeH VIHCTPYKIMH, 3a KaueCTBO MPOBOJTMMEIX MM paboT 1o
obecrieyeHui0 6€30NaCHOCTH TEPCOHANBHBIX JAHHBLIX M 33 BCE MEHCTBHS, COBEPIUCHHBIE OT
uvMeHn ero yuétHod 3amucu B MCIIJIH, ecnu ¢ ero CTOPOHEI He GBUIO NPENTPHHSATO
HeOOXOMMBIX NeHCTBHI /Ul NPENOTBPAIICHHS HECAHKLMOHMPOBAHHOTO HCIONB30BAHUS €ro
YYETHOM 3aIlUCH.

6.2. OrtBeTcTBeHHBI 32 oOpraHm3aumio 06paGOTKH MEPCOHATHHBIX JAHHBIX IIPH
HAapyIICHUH HOPM, PEryJHpyIOHUX MoiyyeHne, oOpaboTKy H 3aIMHTy NEPCOHAIBHBIX JAHHBIX
cyObeKTa, HeCET JUCIMIUIMHAPHYIO, aIMHHHCTPATHBHYIO, TPaX/IaHCKO-TIPABOBYIO H YTONOBHYIO
OTBETCTBEHHOCTH B COOTBETCTBHHM C 3aKOHOaTeNbeTBOM Poccuiickoii Menepanu.



ITpunoxenne Ne 2
k TTonoxenuio 06 06paGoTke U 3aIIHTE MePCOHANBHBIX IAHHBIX B HHMOPMALHOHHEIX CHCTEMAX
MKOY IIporacosckoii OOILI

Corsamense 0 HepasriamieHHH NEPCOHATBHBIX JAHHBIX CyOheKTa

s, , 1acmopr cepuu , HOMep 5
BbIJJaHHbIIT « »

roja, rMOHHMAK, YTO MOAY4Yarwd AOCTYNl K MEePCOHAJIbHBIM AaHHBIM paﬁomuxon W

olyuatoniuxcs .

(HaUMEHOBaHKE OpraHU3aLMK)

S Takke MOHMMAIO, YTO BO BPEMs MCTIONHEHHA CBOMX OGS3aHHOCTEH, MHE NPHXOMTCA 3aHHMATHCH
c6opom, 06paGoTKOl U XpaHEeHHEM NEPCOHATLHBIX JAHHBIX.
/1 moHWMalo, WTO pasryialleHMe TAKoro poja MHOPMAUMM MOXKET HaHecTH ymeps cyGhekram
TEPCOHANbHBIX JAHHBIX, KaK MPSMOM, TaK W KOCBEHHBIH.
B cBszu ¢ atum, naio obs3atensetso, npu pabote (cGop, obpaboTka U xpaHeHme) ¢ NEepPCOHANTbHBIMH
NaHHBIMH coOMmoaTh Bee onMcannbie B «lTonoxkennn 06 06paboTKe M 3alMTe MEPCOHANBHBIX JAHHBIX)
TpeGoBaHus.
Sl noaTBeprKAalo, YTO HE HMEIO MpaBa pasriiallaTh CBECHHS:

- aHKeTHble H Ouorpaguyeckue JaHHbIE;

- cBeneHus 00 oOpasoBaHuwm;

- CBEJEHHA O TPYJOBOM H 00LIeM cTake;

- CBEJEHHS O COCTaBE CEMbH;

- TacropTHBIE JaHHbIE;

- CBEJEHHS O BOMHCKOM YYETe;

- CBeJeHMs 0 3apabOTHOH TuIaTe COTPYAHHKA;

- CBEJCHHS O COLHANBHBIX JIbIOTAX;

- CNeLHanbHOCTD;

- 3aHAMaemas JI0JDKHOCTB;

- HaJW4YMe Cy/IMMOCTENH;

- aJpec MecTa KHTEIbCTBa;

- JoMallHuii Tenedon;

- MecTo paboThl MM yuelbl UI€HOB CEMBH M POZICTBEHHHKOB;

- XapakTep B3aMMOOTHOILECHHIT B CEMbE;

- coaep)KaHHe TPYAOBOro JOroBopa;

- MOTMHHHKH H KOTHH NMPHKA30B [0 JIHYHOMY COCTaBY H OCHOBHOI JI€ATEIBLHOCTH;

- JIMYHBIE JIENA U TPYJIOBbIE KHHKKH COTPYIAHUKOB;

- OCHOBAHHA K MPHKa3aM 10 JIMYHOMY COCTaBY;

- Jena, cojiepikallie MaTepHasibl Mo MOBBILICHHIO KBATH(HKALMK H NEPENnoAroToBKe, WX

aTTecTaLuy;

- KOIMHM OTYETOB, HAMpPABISAEMBIE B OPraHbl CTATHCTHKH.

- $OoTO M BHACO MaTepHaIbI.
1 npenynpekaen 0 TOM, YTO B Ciyuae pasrialleHHs MHOW CBEJeHHi, KaCAIOWMXCA NEePCOHANBHBIX
JaHHBIX WIH HX YTpaThl s HECy OTBETCTBEHHOCTb B cooTBeTcTBHH co cr. 90 Tpynosoro Koxekca
Poccuiickoit Menepain.
« » 20 (nouHcs)




