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1. O6mmue nonoxenus

L1. Tonoxenne 06 unpopmarmonHoii Gesonachoctn MKOVY [poracosckoir OOII MO
Jybenckuit paiton paspaborao B cooTsetcTsum ¢ DenepanbHbiv 3akoHoM Ne 273-0D ot 29.12.2012
r. «Ob obpaszosanuu B Poccuiickoii ®enepammmy», Denepanbueiv 3akornom Ne 152- ®3 or 27.07.2006
r. «O mepcoHasbHBIX TaHHBIX», DenepabubM 3akoHoM Poccuiickoii eaepauyn ot 27.07.2006 roaa
N 149-03 «O0 uH@OpMAaLMK, HHPOPMALIMOHHBIX TEXHONOIUAX M O 3aIUTE WHQOpMaLUKY, [THCHMOM
DenepanbHOro areHTcTBa 110 006pasoBanmio ot 29.07.2009 r. Ne 17-110 «O6 obecrieyeHnn 3ammTh
TIEPCOHANBHBIX NaHHBIXY. [TucbMomM MunncTepersa oGpasoBanus u Hayku P® ot 13.08.2002 r. N 01-
51-088un «O6 opranm3auyy HCMOIB30BAHKUS MHOOPMALHOHHBIX H KOMMYHHKALIMOHHBIX PECYPCOB B
0bueobpasoBaTenbHBIX yupexaeHusx», [Tocraosnennem [TpasutesnsctBa Poccuiickoit Deaepauun
or 17112007 r. N 781 «O6 yriscpwackms [lonomcmia 05 O6CCHCSCHEE GC30MACHOCTH
TNEPCOHAJILHBIX IAHHBIX NIPH HX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMAX MEPCOHATBHBIX IaHHBIXY.

1.2. B noustue uu@OpMAaLmOHHONH 6e30macHOCTH 06PA3OBATENHHOIO YYPEKACHHS BXOIMT
CUCTEMA MEp, HarpaB/ieHHAs Ha 3aLUUTY HHPOPMAIMOHHOTO NIPOCTPAHCTBA M MEPCOHATBHBIX TaHHBIX
OT CIY4aiiHOTO WJIM HAMEPEHHOrO IPOHMKHOBEHHS C LEBIO XHIICHHMS KAKHX-THOO JAHHBIX HIH
RHECEHUS WIMEHEHUH R KOHAUrYDAIUI0 CHCTOMEI, 2a1UTA 06DA0RATENRHONO TINONECCA OT MOBKIX
CBEICHMH, HOCAIIMX XapaKTep 3aMPeLIeHHON 3aKOHOM IPOTAraHIbl, MM JTFOOBIX BUIOB PEK/IaMbI.

1.3. B coctaBe MaccHBOB OXpaHSEMOI 3aKOHOM MH(pOPMAIMH, HAXOJSIIEHCS B PacrnopspKeHHUH
00pa3oBaTeNbHOrO yUPEXKACHH S, MOKHO BBIIEIHTH TPH CPYIIIIbL:

- TNEpCOHANbHBIE CBEJICHHSA, KaCAOIMECs YYallMXCs M Tpenojasatesei, ouudpoBaHHbIE
apXMBBI,

- HOy-Xay 00pa30BaTeILHOrO MPOLECCa, HOCSIIME XapaKTep HHTE/IEKTYabHON COGCTBEHHOCTH
¥ 3aIMIICHHbBIE 3aKOHOM,

- CTPYKTypupoBaHHasi y4eOHas uHpopmaims, obecrieumBaromias 00pa3oBaTeNbHbIH Mporece
(6ubnuoTexn, 6a3bl naHHbIX, 06YYaOLIME MPOrpPaAMMBI).

1.4. O653aHHOCTSIMM JIULI, OTBETCTBEHHBIX 32 3ALMTY HHPOPMAIIMN:

OMEPaTOpOM  HA3HAYACTCS IOPHAMYECKOE JIMLO, OTBETCTBEHHOE 33 OPraHHM3alHi0 00paboTkm
NIEPCOHATIbHBIX 1aHHBIX;

M3[IaHUE IOKYMEHTOB, OIpPENCIAIIMX MOJUTHKY OIlepaTtopa B OTHOLICHHH 00paboTKH
NEPCOHANIbHLIX JaHHBIX, JIOKAJILHBIX aKTOB MO BOMpOcaM 0OpabOTKM NEPCOHANbHBIX NaHHBIX,
ONPENCTAIOMWMX [T KaKA0H wUead oOpaGoTKM NMEpCOHANBHBIX NAHHBIX KATErOPHM M MNEepedeHb
00padaTHIBACMBIX TIEPCOHATBHBIX IaHHBIX, KATErOPHH CYOHEKTOB, MEPCOHATBHBIE JAHHBIE KOTOPHIX
06pabaTbiBaroTcs, criocoGbl, CPOKH UX 0OPaBOTKM M XPaHEHHS, TOPSIOK YHHITOKEHHUS NEPCOHAIBHBIX
AAHHBIX MPH OCTHXECHUH LIeNeH UX 00pabOTKM MK NP HACTYIIJICHMH HHBIX 3aKOHHBIX OCHOBAHHMIA, a
TAKOKE JIOKAJIbHBIX AKTOB, YCTAHABJIMBAIOUIMX TPOLEAYPhI, HAMPABICHHBIC HA TPEAOTBPALICHHE W
BbISB/ICHUE HApYILIEHHH 3aKOoHONaTeNbeTBa Poccutickoit Denepatiiu, yCTpaHeHHEe NOCAEACTBHH TAKHX
""""""""""" TanuC [AOKYMCHTBI ¥ JIONANDHBIC aKThi HC MOIMYT COACP/RATH ITONOAKCHFIA,
OTPaHMYMBAIOLIME 1PaBa CYOBEKTOB NMEPCOHATBHBIX AHHBIX, @ TAKKE BO3NATAIOUIME HA ONEPATOPOB
HE NIPEyCMOTPEHHbIE 3aKOHOAATENECTBOM Pocculickoi Denepauyu mojiHoMouus 1 0653aHHOCTH,

NPUMEHEHHE MTPABOBBIX, OPraHU3ALMOHHBIX H TEXHHYECKHUX Mep MO 00ecneyeHnto 6€30nacHOCTH
NIEPCOHANbHBIX IAHHBIX B COOTBETCTBHH CO cTaTheil 19 HacTosinero deaepanbHOro 3aKkoHa;

OCYMIECTRIEHME BHYTDEHHEro KOHTDONY o (uma)  aynuta  cooTReTcTRHMY  ofpafoTku
MIEPCOHANBHBIX JIAHHBIX HAcTosiieMy (DenepajbHOMY 3aKOHY U MPHHATHIM B COOTBETCTBHM C HHM
HOPMAaTHBHBIM TNPABOBbIM aKTaM, TPeOOBAaHHAM K 3alUTE MEPCOHANBHBIX JAHHBIX, TOJHTHKE
OnepaTopa B OTHOLICHHH 00paboTKK NEPCOHANBHBIX JAHHbIX, TOKAJILHBIM aKTaM OMepaTopa;

OLCHKA BPEJia B COOTBETCTBUM C TPEOOBAHMAMM, YCTAHOBICHHBIMH YIIOIHOMOYEHHBIM OPraHOM
MO 3aIMTe NPaB CYOBEKTOB MEDCOHAIBHBIX IAHHBIX. KOTODbIA MOXET ObITH MPUYMHEH CYObEKTaM
NEPCOHANbHBIX JIAHHBIX B Clly4ac HapylleHHsi Hactosimero defepalbHOr0 3aKOHA, COOTHOIICHUE
YKa3aHHOrO Bpejia U MPUHUMAEMBIX OTIEPATOPOM MeEp, HAIPABJIEHHBIX HA 00ECTECUCHHE BHIIOTHEHHS
0053aHHOCTEH, NIPEyCMOTPEHHBIX HacTOSIMM DeepabHbIM 3aKOHOM;

O3HaKOMJICHHE DPabOTHWKOB OMEPaTopa, HEMOCPEACTBEHHO OCYLIECTBISIOMX 06paboTKy
NIEPCOHANIBHBIX  JIaHHBIX, C TIOJIOKEHMSIMM  3aKOHOZNATenbcTBAa Poccuiickoli  ®enepauuu o



NepCOHANBHBIX JIAHHBIX, B TOM HHCIC TpeboBaHMAMH K 3alIMTE MEPCOHATBHBIX JAHHBIX,
JOKYMEHTAMH, OMNpENENSIOWHMH TOTUTHKY omneparopa B OTHOLIEHHH 00pabOTKM MEPCOHATBHBIX
JaHHBIX, JIOKAJBHBIMHA AKTAMH 110 BOMPOCaM 006paboTKu MEePCOHANBHBIX NAHHBIX, U (umn) oOyueHue
yKa3aHHbIX PaOOTHUKOB.

2. Yrpo3bl nHpOPMANHOHHOI 6e30NacHOCTH.

3.1, OCOGEHHOCTBIO YrPO3 CTAHOBHTCS HE TOJNBKO BO3MOXKHOCTb XMIICHHIA CBEJICHUH W
MOBPEXK/ICHHE MACCHBOB KaKMMH-JHOO CO3HATENBHO JEHCTBYIOLIMMH XaKEPCKHMH TPYNIHPOBKAMH,
HO M CaMma JEATENbHOCTh MOJPOCTKOB, HAMEPEHHO, 1O 3/I0MY YMBICIY HIH omMG0YHO CIIOCOOHBIX
TOBPEIMTH KOMITBIOTEPHOE 060PYI0BAHHE I BHECTH BUPYC.

2.2. T'pynmbl 06bEKTOB, KOTOPbIE MOTYT TOABEPrHYTHCH HAMEPEHHOMY WIIM HEHAMEPEHHOMY
BO3ACHCTBHIO.

- KOMMBIOTEpHAs TEXHWKA H JIPYrHe annapaTHbie CPE/ICTBA, KOTOPLIC MOryT OBITh MOBPEX/ICHBI B
pe3ynbTaTe MEXaHWHECKOro BO3JACHCTBHS, BUPYCOB, 10 HHLIM NpUYHHAM,

' - mporpamMmbl, HCIONb3yeMbIE st obecrieyeHHs PabOTOCTOCOOHOCTH CHCTEMbI HIM B
06pa30BaTENBHOM MPOLIECCE, KOTOPbIC MOTYT OCTPAaaTh OT BUPYCOB MIIH XaKEPCKHX aTakK,

- NAMHLIe, XPAHWMLIE KAK HA MECTKUX TUCKAY, TAK U HA OTNEIEHELN HOCUTENEX,

- caM NepcoHall, OTBEYAOLIMHI 32 paboTocnoco6HOCTh IT-cuctem;

- JIETH, TIOJIBEPKEHHbIE BHEIIHEMY arpECCHBHOMY HHG(OPMALIOHHOMY BIIHSHHIO U criocobHbIE
CO31aTh B IIKOJIE KDUMUHAILHYIO CUTYALHUIO.

2.3. Yrpossl, HAmpaBlE€HHbIC HA TMOBPEKICHUE m06Oro W3 KOMIOHEHTOB CHCTEMBI, HE
3aBUCALIME OT HAMEDEHHUS! IEPCOHANA, VYALIMXCA WIIH TDETHUX JTHLL:

- mobbie aBapHiiHbIE CUTYAIIMH, HATPUMED, OTKIIOUCHHUE 37IEKTPOIHEPI UM W 3aTOTLIEHHE;

- oIMOKK MepcoHaa;

- c6ou B paGoTe MPOrpaMMHOro obecredeH s,

- BBIXOJ1 TEXHHUKH M3 CTPOSL;

- npo6eMbl B paboTe CHCTEM CBS3H.

3. Cnoco0bl HECAHKIIMOHHPOBAHHOIO A0CTYNA.

3 1. YesoBeueckuii. UHpOpMALMs MOXKET GbITh MOXHMINEHA MTYTEM KOMHPOBAHHA Ha BPEMEHHBIE
HOCHTE/TH, TIEpenpaB/IeHa M0 JIEKTPOHHOH MouTe. IIpn HATMUMK JOCTYMa K CEPBEPY M3MCHCHHSA B
6a3bl JaHHBIX MOTYT ObITh BHECEHBI BPYTHYIO.

3.2. Ilporpammnsid. Jlis XUIIEHWH CBEJEHWH MCTONB3YIOTCS CHEIMANbHBIC TIPOrpaMMB,
KOTOpBIE ~ ODECTICUMBAIOT ~ KOMMPOBAHWE maponeid, KOMMPOBAHWE M TEPEXBaT MH()OpMALHH,
nepeHanpasiieHue Tpaduka, RemmQpOBKY, BHECCHHE H3MEHEHWH B paboTy MHBIX IPOrPaMM.

3.3. AnmapatHslii croco6 CBs3aH WM € HCMOIB30BAHUEM CrielMaibHbIX TEXHUYECKUX CPECTB,
WIH C TIEPEXBATOM JIEKTPOMArHUTHOTO M3TYICHHA 110 Pa3NMYHBIM KaHAaM, BKJOYas TeneoHHBIE,

4. O cHCTEMHOM AAMHHHCTPHPOBAHAHN H 0053aAHHOCTSIX.

OTBCTCTECHHEGTS 36 HAGOPMALHOHARYIO GC30HACHGCTD.

4.1 3ajaun CBA3AHHBIE C MepaMH  CHCTEMHOr0 AIMWHHCTPHPOBAHMA, 00ecrieuBarOLIEro
HH(OPMALHOHHYIO G€30MaCHOCTh ABJSIOTCA HaCThIO paGoThl OTBETCTBEHHOTO 32 MHPOPMALIMOHHYIO
6e30MacHOCTD 110 0OCTYKHBAHUIO KOMITBIOTEPHOH TEXHUKH YupeKaeHHH.

4.2 Jlnsa peieHus 3anay nH(MOPMALIFOHHON 6E30MaCHOCTH OTBETCTBEHHBIH 32 HHPOPMALIMOHHYIO
fe30macHOCTE IODKeH!

421 Crnemuts 3a cobmonenueM TpeboBaHuii Mo NaponbHON 3amMTe, B TOM HHCIC
OCYIIECTBIATh M3MEHEHHE MApoJiek 1o Mepe HEOOXOAMMOCTH (yTpaTa Mapoisi, MOABJICHHE HOBBIX
[ONTb30BATENIEH B CBA3HM C MI3MEHEHUEM KaJIpOBOT0 COCTaBa 1 np.)

422 Obecneunsath (YHKIMOHMPOBAHHE TPOrPAMMHO-ANNAPATHOTO KOMITJIEKCa 3allUThl M0
BHEUIHUM 1M (DPOBBIM JIMHHSIM CBSI3H.

4.2.3 ObecrieunBaTh MEPONPUATHS T10 AHTHBHPYCHOI 3alIMTe, KaK Ha YPOBHE CCPBCPOB, Tak W
Ha YPOBHE TI0Jb30BaTENICH.

4.2.4 OBecrieunBaTh HOPMATbHOE (PYHKIMOHMPOBAHHE CHCTEMbI PE3CPBHOTO KOTMUPOBAHUSL.

5. Ba3bl JaHHBIX.



5.1. Ba3pl maHHBIX MOANEKAImME 3amure BHOCATCS B «Peectp 6a3 JaHHBIX MOMIEKALINX
UHOPMALIMOHHON 3aIHUTEY.

5.2. Bce mpoueaypsl IO HCMOJb30BAHHIO M OOCTYXMBaHWIO 0asbl NaHHBIX OCYIIECTBIACT
OTBETCTBEHHBIN 3a BejieHue 6a3pl naHHbIX. B TOM wnche:

- Pe3epBHOE KOMMPOBAHHUE,

- IEPHOIMYECKHIA KOHTPOIIb HCTIPABHOCTH PE3EPBHBIX KOIHM,

- TIOJIKJTIOYEHNE ¥ OTKIIFOUEHHE MOJTh30BATEIICH,

- BHECEHHE WM3MCHCHHMI B CTPYKTYpy 0asbi, a Taioke u3meHeHmii B «Peectp 6a3 naHHbIX
NOANEKAMMX  WH(GOPMAUMOHHON  3auUTe», TPH  HEOOXOAMMOCTH  (M3MEHEHWe  CTETICHM
KOH(MHICHIMATBHOCTH, MECTAa PAcTONOKEHHs W T.I.); TMPOdHE BHAbl PabOT CBS3AHHBIX C JaHHOM
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5.3. B ciyuae ecnm 6a3a mamHbIX TpeGyeT NapONBHON 3aUIMTHI, TO OTBETCTBEHHBIH 32 0asy
JaHHBIX PYKOBONCTBYeTCs TpeboBanmsiMu pasjena 6 «Cuctema ayTeHTM(UKALWMK» HACTOSIIErO
AOKYMEHTA.

6. Cuctema ayreHTHQHKALIHH.

6.1 Ha ncex TTK ucniomrzyercs WINDOWS XP PROFESSIONAT, WINDOWS 7, WINDOWS
8.

6.2. JUiisi CTIONB30BAHMUS JIOKANBHOMN BHIYHCIHTEIBHOM CETH B y4eOHOM MPOLIECCE HCTIONB3YIOTCS
rpynnoBas MACHTHQUKALWMA: TIONb30BATENb-YUECHHK, [0/1b30BATENb Y4YHTENb, AAMHUHMCTPATOp C
pasrpaHMYEHHEM MPaB A0CTYMNA K rmankam (aiiioBoro cepsepa.

6.3. Jlis Bcex nonb3oBateseit 0a3 NaHHBIX YCTAHABIMBAKOTCS VHUKAIIBHBIC NTAPOJIH.

6.4. TIeprHoIMIHOCTH NJIAHOBOW CMEHbI maponei 1 pa3 B Hauane yueOHOro roja.

6.5. YCTaHOBUTb OJIOKAPOBKY YUETHOH 3amMcK MOJb30BaTeNel NMpH HEMpaBILHOM Habope
naposs onee maTy pas.

6.6. YcTaHOBUTH OIOKMPOBKY 3KpaHa M KJIaBHATYPbI DM OTCYTCTBUH aKTUBHOCTH MOJIb30BATES
Ha pabouem mecte Gonee 30 MUH., C OC/EAYIOUIMM BBOJIOM Napois s pa3dIoKHpOBaHHs K.

6.7. O6s3aTh MONB30OBATENEH OCYLIECTBIATh BBIXOA M3 0aspl AAHHBIX, €CIH IUIAHUPYETCS
OTCyTCTBHE Ha pabouem mecte bonee 1,5 4acos.

6.8. O6s3aTh MOJB30BATENEH HE PasrNallaTh CETEBbIC PEKBM3MThI (MMEHA W MApOIM) A
RoCTYNa K HHPOPMALIMOHHBIM PECYPCaM, a TAIOKE XPaHUTh UX B HENOCTYITHOM MECTE.

6.9. O6cnyXuBaHWE CHCTEMbl ayTEHTH(MKALMKM OCYIIECTBIAIOT OTBETCTBCHHbLIC 32 6a3bl
JAHHBIX.

7. 3amuTa N0 BHEIIHUM HH(POBLIM JHHHAM CBSI3H.

7.1. B uensix yMEHbIICHUS PHCKA TOBPSNICHUS MPOrpaMMHOr0 obecrieyeHuss U YTEPH
WH(OPMALMK, HOCTYN W3 BHYTPEHHEH CETH BO BHEUIHIK (ViHTepHeT, 3EKTPOHHAs MOYTa)
OCYIIECTBISETCS YEPe3 KOMIBIOTEPbI C YCTAHOBICHHBIMA GPIHAMAYIPOM H AaHTUBUPYCOM.

7.2. 3aRpCiiicH HCCAHRLHOHHPOBAHACC HOTIGAbS0BARNC MOACHGB HilH HHbIX CPCACTE AGCT
TTK, moAK/IHOYEHHBIX K BHYTPEHHEH CETH, BO BHELIHUE CETH.

7.3. ToaknioYeHHe MIKOIbHBIX PabOuMX CTAHIMI K BHEWIHHM JIMHHAM CBA3H TMPOU3BOAMTCH B
JIOKAJIbHOM BHIYMCIUTENBHO# cetn no npotokonam Ethernet u WiFi.

7.4. 3anpemieHo TNONKIIOYEHHE Pa3IMYHBIX MOOHIBHBIX YCTPOHCTB (JTMUHBIX TenedoHOB,

NIAHMeTOR ¥ TPYIEY ramketor) K mronkHoi cety Wik

8. 3amKTA OT HECAHKIHOHHPOBAHHOTO MOAK/IIOYEHHS U Pa3MElIeHHe AKTHBHOIO0 CETEBOro
o0opynoBaHus.

8.1. IllkombHsli\e cepBep\a pasMemiaioTcs B KkabuHere MHQOPMATHKM TPH OTCYTCTBHH
CTIEHAIBHO BBIICICHHONW CEPBEPHOM.

8.2. JlocTvn K CepBepY OrPaHMYEH MapojieM. KOTODbIA M3BECTEH TOJHKO OTBETCTBCHHOMY 32
HH(OPMAMOHHYIO (E30MaCHOCTh, OTBETCTBEHHOMY 32 HH(OPMATH3ALMIO. .

8.3. PoyTepsl, TOUKM JOCTYyNa W TpoYee aKTUBHOE CETEBOE O0DOPYIOBAHHE JOIDKHO
pacroaraThCs B MECTAX 110 BO3MOXKHOCTH HCKITHOYAIOLIMX CBOOOIHBIH 10CTYTL.

9. Ipoueaypa yBoJIbHEHHsI COTPY/IHHKOB HMEIOMIHX A0CTYN K CETH.
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9.1. B cinyvae KaJIpoBbIX MEPECTAHOBOK M M3MEHEHMIl BCE OTBETCTBEHHBIC 33 0a3bl JAHHBIX
NEPEHA3HAYAI0TCA NPHUKA30M JUPEKTOPA, HOBBIM COTPYIHMKAM TPEIOCTABISIOTCS JIOTHHBI M TAPOIN
JUis focTyna k 6a3aM JaHHBIX.

10. AHTHBHpYCHAS 3aIMTA.

10.1. Ha ocnosanuu IlpaBun mosib3oBaHus BHEWHWMM ceTeBbiMH pecypcamu (MHTeper,
3JIEKTPOHHAs MOYTa M T.J1.) HE JONyCKaeTcs pabdoTa 0e3 OpraHM3alii AaHTUBMPYCHOH 3alUThL.
AHTHBHDYCHAsi 3alMTa OPraHM3yeTCs Ha YpOBHE pabodMX CTAaHIMIi M CepBEpa MOCPEACTBOM
JMHULEH3HOHHOT0 aHTHBHPYCHOTO MMPOrPaMMHOr0 obecrnedeHus.

10.2.  OGHopienue 0asbl HCMONB3YEMOr0 AHTHBMPYCHOTO MNPOTPAMMHOTO  00ECIICUEHHS
OCYIIECTBJISIETCS aBTOMAaTHYECKH He peske | pasa B JieHb.

10.3. 3a CBOCBCMCHAOC GGHOB/CHIC GHTHBHPYCHOIO NPOTPAMMAOIO GOCCHICICHIA GTBCIACT
OTBETCTBEHHBIH 32 MHYOPMALMOHHYIO 6E3011aCHOCTD.
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